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OVERSIGHT HEARING ON
AVIATION SECURITY

THURSDAY, APRIL 6, 2000

U.S. SENATE,
SUBCOMMITTEE ON AVIATION,
COMMITTEE ON COMMERCE, SCIENCE, AND TRANSPORTATION,
Washington, DC.

The Subcommittee met, pursuant to notice, at 10:15 a.m. in
room SR-253, Russell Senate Office Building, Hon. Kay Bailey
Hutchison, Chairman of the Subcommittee, presiding.

OPENING STATEMENT OF HON. KAY BAILEY HUTCHISON,
U.S. SENATOR FROM TEXAS

Senator HUTCHISON. Let me first say that I have statements for
the record from several members of the Committee, including the
Chairman, Senator McCain, and the Ranking Member, Senator
Hollings. Others have given opening statements, and I will keep
the record open for any members of the Committee who wish to
make opening statements.

Let me start by saying that I appreciate Senator Gorton for his
cooperation in allowing me to hold this hearing today. Approxi-
mately 500 million passengers pass through U.S. airports every
year. Protecting their safety is an incredible challenge to the men
and women of the aviation industry. The Federal Government,
through the Federal Association Administration (FAA), and the in-
dustry together must do everything within our power to protect the
public from the menace of terrorism and other security threats.

In 1996, soon after the tragedy of the TWA Flight 800, I pro-
posed new requirements to improve security at the nation’s air-
ports. Congress adopted these requirements as part of the Federal
Aviation Reauthorization Act of 1996, which was a major accom-
plishment of this Committee, its chairman, and the chairman of
the Subcommittee.

This legislation attempted to improve the hiring process and en-
hance the professionalism of airport security screeners. The Act
also directed the FAA to upgrade security technology with regard
to baggage screening and explosive detection. In my view, the FAA
has been slow to implement some of these vital security improve-
ments. The FAA does not plan to finalize the regulation to improve
training requirements for screeners and certification for screening
companies until May 2001. Five years is too long to wait. Tech-
nology upgrades have also been slow in coming, even though the
upgraded technology is readily available and is deployed in many
airports. The traveling public should not have to wait another year
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before these simple improvements are implemented. The FAA must
modernize its procedure for background checks of prospective secu-
rity-related employees. An FAA background check currently takes
90 days. That is too long. Under the current procedures, the FAA
is required to perform these checks only in certain areas. I think
we need to look at these areas and tighten them so that we can
close the gap.

I plan to introduce legislation, the Airport Security Improvement
Act, which would direct FAA to require criminal background checks
of all applicants for positions with security responsibilities, includ-
ing security screeners. The bill will also require that these checks
be performed expeditiously.

My legislation will direct the FAA to improve training require-
ments for security screeners by September 30 of this year. The
FAA should require a minimum of 40 hours of classroom instruc-
tion and 40 hours of practical, on-the-job training before an indi-
vidual is deemed qualified to provide security screening services.

This standard would be a substantial increase over the 8 hours
of classroom training currently required for most screening posi-
tions in the United States. The 40-hour requirement is the pre-
vailing standard in most of the industrialized world.

Finally, my bill will require the FAA to work with air carriers
and airport operators to strengthen procedures to eliminate unau-
thorized access to aircraft. Employees who fail to follow access pro-
cedures should be disciplined. I understand that the FAA is cur-
rently working on improving access standards to all major security
areas in each airport, and I hope the bill will encourage them to
do it in a timely fashion.

So I thank all of you for coming today. Congress has asked the
GAO to do a study of the 1996 Act and its implementation, and for
that reason I will call first on Mr. Gerald Dillingham, the Associate
Director of Transportation and Telecommunications Issues at the
U.S. General Accounting Office in Washington, D.C.

Thank you for being here, Mr. Dillingham.

[The prepared statement of Senator Hutchison follows:]

PREPARED STATEMENT OF HON. KAY BAILEY HUTCHISON,
U.S. SENATOR FROM TEXAS

Before we start, I would like to thank Chairman Gorton for his cooperation. With-
out his strong support, we would not be holding this hearing on this critically impor-
tant issue.

Approximately 500 million passengers will pass through U.S. airports this year.
Protecting their safety is an incredible challenge to the men and women of the avia-
tion industry. The Federal Government, through the Federal Aviation Administra-
tion and Industry together, must do everything within our power to protect the pub-
lic from the menace of terrorism and other security threats.

In 1996, soon after the tragedy of TWA Flight 800, I proposed new requirements
to improve security at the nation’s airports. Congress adopted these requirements
as part of the Federal Aviation Reauthorization Act of 1996. This legislation at-
tempted to improve the hiring process and enhance the professionalism of airport
security screeners. The Act also directed the FAA to upgrade security technology
with regard to baggage screening and explosive detection.

In my view, the FAA has been slow to implement these vital security improve-
ments. The FAA does not plan to finalize the regulation to improve training require-
ments for screeners and certification for screening companies until May 2001. Five
years is too long to wait. Technology upgrades have also been slow in coming, even
though the upgraded technology is readily available. The traveling public should not
have to wait yet another year before these improvements are implemented.



3

The FAA must modernize its procedure for background checks of prospective secu-
rity-related employees. An FAA background check currently takes 90 days. That is
too long. Under current procedures, the FAA is required to perform these checks
only when an applicant has a gap in employment history of 12 months or longer,
or if preliminary investigation reveals discrepancies in an applicant’s resume. But
413% é)f violent felons serve an average of only seven months. This gap should be
closed.

I plan to introduce legislation, The Airport Security Improvement Act, which
would direct FAA to require criminal background checks for all applicants for posi-
tions with security responsibilities, including security screeners. The bill will also
require that these checks be performed expeditiously.

My legislation will also direct FAA to improve training requirements for security
screeners by September 30 of this year. FAA should require a minimum of 40 hours
of classroom instruction and 40 hours of practical on-the-job training before an indi-
vidual is deemed qualified to provide security screening services. This standard
would be a substantial increase over the 8 hours of classroom training currently re-
quired for most screening positions in the U.S. The 40 hour requirement is the pre-
vailing standard in most of the industrialized world.

Finally, my bill would require FAA to work with air carriers and airport operators
to strengthen procedures to eliminate unauthorized access to aircraft. Employees
who fail to follow access procedures should be suspended or terminated. I under-
stand that FAA is currently working on improving access standards. I hope that this
bill will encourage them to do so in a timely fashion.

We are privileged to have with us today a distinguished panel of witnesses who
are well-versed in the area of airport security. I want to welcome them to the hear-
ing and I am looking forward to their testimony.

[The prepared statements of Senators McCain, Hollings, Bryan,
and Gorton follow:]

PREPARED STATEMENT OF HON. JOHN MCCAIN, U.S. SENATOR FROM ARIZONA

Thank you, Senator Hutchison. Your longstanding interest in aviation security is
to be commended, and I appreciate your calling for this hearing.

I think it will become clear from the testimony we will hear this morning that
there remains much work to be done in the area of aviation security. Whether it
is the vulnerability of computer systems, the inadequacies of airport access controls,
or the poor performance of some airport screeners, there are a variety of issues that
must be addressed. I do not mean to be an alarmist because lapses in domestic avia-
tion security have not yet led to a major incident. But an honest assessment of the
overall security picture is sobering.

It doesn’t take a formal audit of the aviation security system to get the impression
that all is not right. Just this week, it was reported that an Orlando-bound Delta
Express flight from Long Island had to be diverted to a Virginia airport after a pas-
senger found a loaded handgun in the plane’s bathroom. Although that incident is
out of the ordinary, it is troubling nonetheless.

I am certainly aware that aviation security is a complex and difficult undertaking,
and any system involving humans is going to have flaws. Furthermore, it can be
too easy to grow complacent when there hasn’t been a deadly terrorist incident in-
volving a U.S. air carrier since Pan Am Flight 103 over Lockerbie, Scotland. But
given the threats facing our nation today, another major security-related tragedy
may be inevitable. Every effort must be made to increase awareness and perform-
ance. You can be sure that Osama bin Laden and others like him will continue to
target Americans and American interests.

To raise the bar on aviation safety, it will take the best efforts of many different
groups and individuals, including the Congress. Although the recent FAA reauthor-
ization bill contained a few provisions intended to improve security, there is always
more that can be done. That is why Senator Hutchison is to be applauded for pro-
posing legislation to address some of the problems in this area. I want to work with
her to develop this bill and I look forward to helping her move it through the Com-
mittee.

One of the key issues addressed in Senator Hutchison’s proposal involves criminal
history checks of prospective airline and airport employees who would have
unescorted access to secure airport areas. There may be an unexpected loophole,
however, with respect to individuals who are given access to secure areas. An inci-
dent at a local airport brought this potential problem to light.

Recently, Dulles Airport police arrested an FAA safety inspector who was doing
his job on the tarmac at the airport. While that incident raises several questions
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regarding federal and local cooperation on security matters, it has uncovered an-
other issue of concern. The investigation of this matter has revealed that at least
one FAA inspector attained his current position despite the fact that he had been
charged with distribution of marijuana in the past. If we are going to set limits on
private sector individuals who have access to secure airport areas, FAA employees
must be held to similar standards.

It would be sadly ironic if we raise the bar on the private sector, but then have
lesser requirements for federal inspectors. Fortunately, the Inspector General is
working with the Justice Department to investigate this situation more thoroughly
and to determine if there may be a problem with other FAA inspectors. I will con-
tinue to follow this matter closely, and will pursue any remedies that may be nec-
essary.

Aviation security, like aviation safety, requires tremendous vigilance. We cannot
let our efforts fall off for a moment. If we do, there may be dire consequences. Ter-
rorists will definitely exploit our vulnerabilities, and they rarely telegraph their in-
tentions. If there are flaws in the current system, I hope that we can all work to-
gether to fix the situation. Progress has been disappointingly slow in the past. Avia-
tion security must remain a top priority for federal and aviation industry officials.

I thank our witnesses for participating today and look forward to having their
input on this critical subject matter.

PREPARED STATEMENT OF HON. ERNEST F. HOLLINGS,
U.S. SENATOR FROM SOUTH CAROLINA

Good morning and thank you, Senator Hutchison, for chairing this important
hearing. We all know that aviation security is an essential part of our overall air
transportation system, however, it is something which we often take for granted.
Thus, I am pleased that we are here today.

Terrorism is an ever evolving threat, and to meet its challenge we must also
change. I just returned from the Middle East and we talked a lot about security
threats. Today, we know that the threat of terrorism has changed. First, it is no
longer only a threat from abroad. We have terrorists living in the United States and
people crossing over our borders to do harm. Oklahoma City and Pan Am 103 will
live with us forever. We are also vulnerable to people like Ramzi Yousef who was
convicted of masterminding the bombing of the World Trade Center. At the time he
was apprehended, he was planning to blow up 11 U.S. airliners over the Pacific
Ocean. The second change in terrorism is that it is common to find independent op-
erators, either individuals or small groups, i.e. Ted Kaczynski. In light of this, avia-
tion security is more critical than ever.

In terms of the actual screening of passengers, the pre-boarding security screeners
are a Maginot line between safety and those with ill intent. Although they are hard
working and often dedicated, the turnover rate at most airports is over 100%. At
one airport in particular, it was recently over 400%. A seasoned screener pool is es-
sential to effective screening. However, nowadays it is very difficult to find a screen-
er with more than a couple of months of experience at these airports. Consequently,
the Department of Transportation Inspector General’s office (DOT IG) and the Gen-
eral Accounting Office (GAO) have expressed concerns about screener performance.

In the Federal Aviation Reauthorization Act of 1996, Congress mandated that the
FAA conduct a study to determine whether the air carriers should relinquish their
responsibility of administering security measures, with respect to passengers, serv-
ice, flight crew, and cargo, over to the federal or state governments, either directly
or through the airports. In the view of DOT, air carriers should retain their role
in screening, and improve their participation in the security process. In this regard,
they must improve security screener performance. Fortunately FAA, whose mission
is to protect the traveling public and ensure the integrity of the civil aviation sys-
tem, has worked to find a solution. It is attempting to raise the performance bar
for the screener companies by requiring certification. Screeners will be tested and
their employers will be dependent on their performance.

Good equipment is essential to pre-boarding screeners and airline employees
screening checked baggage. I look forward to hearing about the innovations in detec-
tion and increase in deployment. I am particularly interested in the explosive detec-
tion system and how we may need to increase screening. In light of my recent travel
to the Middle East—I'm interested in knowing how the FAA, the Department of
State and the Department of Transportation coordinate their security efforts.

I also hope that we will have the opportunity to touch on the transport of haz-
ardous material today. In FAIR-21, which was signed by President Clinton yester-
day, more money is provided for safety inspectors. We all agree that the tragic crash
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of Valudet in the Florida Everglades should never be repeated. Surely, increased
vigilance and awareness are essential.

Finally, a good strong working relationship among the FAA, the airports, and the
air carriers is essential to aviation security. Recently, an FAA inspector was ar-
rested at Dulles Airport while completing his duties. This incident indicates that
better coordination is needed among the FAA, the air carriers, and the airports. Se-
curity is a team effort. It is my understanding that negotiations are ongoing to pre-
vent the reoccurrence of this type of mishap.

The issues which we will address today are ones which we have addressed in the
past, but they are far from resolved. I look forward to hearing from our expert wit-
nesses.

PREPARED STATEMENT OF HON. RICHARD H. BRYAN, U.S. SENATOR FROM NEVADA

The maintenance of our aviation security systems in the United States is of ex-
treme importance. We are here today to discuss the current status of our security
screening equipment that is relied upon at each of our airports as the last line of
defense in preventing weapons or explosives from being used to harm the public on
our commercial airlines. Madame Chairwoman, I would like to thank you for ad-
dressing this very important issue which concerns the safety of so many people each
and every day.

In 1988, the world witnessed the devastating affects of terrorism as Pan Am
Flight 103 became the target of terrorism that claimed the life of 259 passengers
and an additional 11 people on the ground. This tragedy was not the result of a
weapon, but a small amount of Semtex, an extremely powerful explosive, that was
hidden in a cassette recorder packed in a suitcase. For the past twelve years since
this accident, the Administration and Congress have changed the focus from guns
to explosives to ensure that future tragedies are averted.

Many of the steps that both the Administration and Congress have pursued in-
clude: Passage of the Aviation Security Improvement Act (ASIA) of 1990 which re-
quired the FAA to begin an accelerated 18-month research and development effort
to find an effective explosive detection system (EDS); following the TWA Flight 800
disaster, the creation of the Commission on Aviation Safety and Security in 1996
which developed 20 specific recommendations for improving security including the
CAPS (The Computer-Assisted Passenger Screening System) for passenger profiling;
the 1996 FAA Act which directed the FAA to improve screener performance, includ-
ing certifying screening companies; and most recently, the FAA proposed a Notice
of Proposed rulemaking that would require certification of screening companies.
Each one of these actions has been a step in the right direction, but in my mind
there are still problems that need to be addressed.

Technologically, many advancements have been made that will contribute to our
goal of maintaining passenger safety, such as the development and implementation
of a new generation of x-ray machines that are able to pick up explosive devices,
and the use of various Explosive Detection Systems (EDS). However, our screening
practices in the United States still remain far behind that of our European counter-
parts.

The average annual screener turnover rates in the U.S. exceed 100% per year in
most major airports and up to 400% per year at one airport in particular. It is ap-
parent that we in the U.S., who are striving to achieve the highest level of security,
are not requiring the necessary training and experience to carry out such a vital
role. Currently, the average wage for screeners in the U.S. averages $5.75 per hour
and some do not receive fringe benefits.

As a point of contrast, the European screener personnel receive significantly more
training and higher salaries than screeners in the U.S. and receive comprehensive
benefits. Many screeners in Europe also have more screening experience on average
than their U.S. counterparts. As a result screeners in many European countries
have been able to detect more than twice as many test objects as screeners in the
U.S. Madam chairman, this is an obvious problem that needs to be addressed. We
may advance years ahead in technological equipment, but without properly trained
and experienced personal, such equipment is useless.

I believe that the recent proposed rulemaking by the FAA will make a positive
contribution to the current screening practices through the mandatory certification
of screening companies who will be held to a specific set of standards. However, the
FAA has declined to require the certification of individual screeners believing that
they do not have the statutory authority under Title 49 of the FAA Reauthorization
Act of 1996. Currently, the air carriers have the responsibility to conduct screening,
and the proposed rulemaking will set standards that they must adhere to and would
make the carriers accountable for any failures. This is a step forward, but I also
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believe that the FAA must specifically address the issue of turnover in the final
rulemaking that is directly linked to the experience that the screeners use in this
vital security role. Better training combined with better wages and benefits will ulti-
mately provide better screening security.

In addition to screening, we must also ensure security procedures are followed in
our nations airports. On November 18, 1999, the Department of Transportation In-
spector General released the Airport Access Control report. This report was the re-
sult of physically testing various airports in the U.S. for laps is security in both ster-
ile (areas in which people must first pass through screening) and non-sterile areas
(pre-screening areas such as ticketing). Frankly, the results were shocking:

e Of the 173 attempts to penetrate both non-sterile and sterile areas of the air-
port, 117 (68 percent) were successful.

e Once penetration was established in secure areas, the inspectors boarded air-
craft operated by 35 different air carriers 117 times.

e For the 117 aircraft boarded as a result of penetrating into secure areas:

—In 43 (37%) boardings, no air carrier personnel were onboard to ensure secu-
rity of the aircraft as required by security programs.

—In 43 (37%) boardings, employees (flight crews, maintenance staff, food serv-
ice workers, and other vendor personnel) were onboard but did not challenge
as required.

—In 13 (11%) boardings, air carrier personnel were present and challenged the
inspectors inside the aircraft more than 3 minutes after the boarding (FAA
uses 3 minutes as the threshold for determining whether an aircraft was suc-
cessfully penetrated).

—In only 18 (15%) boardings, air carrier personnel were present and properly
challenged the inspectors inside the aircraft within 3 minutes.

—In 12 instances, the inspectors were seated and ready for departure at the
time the test was concluded.

Madam Chairman, I am happy to be here today to see how far we have come with
many of our aviation security issues, but I still feel there is much work to be done
to ensure safety in the future.

PREPARED STATEMENT OF HON. SLADE GORTON, U.S. SENATOR FROM WASHINGTON

Thank you, Senator Hutchison. I appreciate your chairing of this hearing. I know
that aviation security has long been an interest of yours, and I applaud your con-
tinuing efforts on this subject.

Since a terrorist’s bomb brought down Pan Am Flight 103 over Scotland, the U.S.
has been acutely aware of the modern threats to civil aviation. Prior to that tragic
incident, hijackings were the primary concern. Now we are focused on more sophisti-
cated and potentially catastrophic threats.

The Cold War may be over but the United States still has enemies. While we have
been relatively fortunate in avoiding terrorism on our own soil, we cannot let our
guard down. In fact, it was just last December in my home State of Washington
where an individual was arrested at the Canadian border with more than 100
pounds of bomb-making supplies and a sophisticated detonating device. Although
that incident has not been linked to aviation, the threats to the U.S. are real and
close to home. There is little doubt that aviation makes an attractive target both
here and abroad.

As with most important aviation initiatives, security is a cooperative effort involv-
ing the airlines, the airports, and the Federal Aviation Administration (FAA). The
airlines and airports are the ones who bear primary responsibility for keeping pas-
sengers and aircraft secure from criminals and terrorists. But the FAA plays the
critical role of setting standards and providing oversight. The FAA should also be
responsible for developing a comprehensive, strategic plan to guide the efforts of ev-
eryone involved.

I understand that the DOT Inspector General’s office and other experts have been
critical of the FAA for not having such a plan. I hope to hear today from the FAA
about what the agency is doing with respect to this issue. Cooperation may be an
indispensable part of the process, but the airlines, airports, and traveling public look
to the FAA for leadership. While the FAA has had varying levels of success with
individual programs and projects, it is important that all the separate initiatives be
part of an integrated whole.

The prepared testimonies of today’s witnesses do not present an entirely reas-
suring picture of the state of aviation security today. While there have been im-
provements since Congress last took action in 1996, certain aspects of the security



7

effort appear to be falling short. It is vital that any deficiencies in the aviation secu-
rity system be addressed quickly. Those who would do harm to the U.S. and its in-
terests are not known to be forgiving of vulnerabilities and weaknesses.

I thank each of our witnesses for being here and look forward to exploring this
critical issue further.

STATEMENT OF GERALD DILLINGHAM, ASSOCIATE DIRECTOR,
TRANSPORTATION AND TELECOMMUNICATIONS ISSUES,
RESOURCES, COMMUNITY, AND ECONOMIC DEVELOPMENT
DIVISION, U.S. GENERAL ACCOUNTING OFFICE

Mr. DILLINGHAM. Thank you, Madam Chair, for the opportunity
to be here this morning to discuss some of the aviation security
work that we have done for this Committee and other committees
of the Congress. This morning, I am going to focus on two security
areas, air traffic control, and pre-board passenger screening.

With regard to ATC security, 2 years ago we completed a study
of several critical ATC security areas, including physical security at
ATC facilities, and the security of current and future ATC systems.
Our overall conclusion was that FAA was ineffective in all of the
critical areas included in our review.

For example, we found that a significant proportion of the Na-
tion’s ATC facilities did not meet FAA’s own standards for physical
security. We also found that FAA had not performed the necessary
analysis to determine security weaknesses for a significant propor-
tion of the current ATC systems.

We also found the beginnings of similar problems with the com-
puter-based systems that would be a part of the soon-to-be-modern-
ized ATC system. The good news is that as a result of our report,
the agency has begun to address these problems. The not-so-good
news is that serious problems remain. Just 4 months ago, we re-
ported that FAA allowed unvetted personnel, including dozens of
foreign nationals, access to critical ATC computer codes to make
and review Y2K fixes.

With regard to screener performance, Madam Chair, because of
the sensitive nature of the data about the effectiveness of pre-board
passenger screening, we cannot provide those details in this public
forum. Suffice it to say that performance is far from an acceptable
level in what some have called the last line of defense for aviation
security.

Our review also looked at the causes and potential solutions to
performance problems. We found that two of the most important
causes of performance problems are rapid turn-over rates and the
inattention paid to the human factors issues involved in screener
work. Turnover exceeds 100 percent a year at most large airports
and it has topped 400 percent at one of the busiest airports in the
nation.

For example, at one airport we visited, nearly 1,000 screeners
had been trained during the course of 1 year. At the end of that
year, only 140 were left. The effect of this kind of turnover is to
have fewer experienced screeners at the checkpoints. It also has
the effect of lessening the potential impact of the sophisticated and
expensive screening equipment that the Federal Government is
funding and deploying at the Nation’s airports.

We believe that the main reasons for these kinds of turnover
rates are low wages and the few benefits that screeners receive,
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and maybe equally important are the human factor elements of the
job itself.

FAA now has several initiatives underway to address screener
performance problems. These initiatives include establishing a
screening company certification program, and installing a system
called TIP, for automated monitoring of screener performance. Ad-
ditionally, FAA is establishing goals for improving performance in
accordance with the Government Performance and Results Act.
FAA is also developing a battery of tests that can be used by
screening companies to improve the selection and training of
screener candidates.

Unfortunately, none of these initiatives has been fully imple-
mented, and most are behind schedule. For example, the screening
company certification program is 2 years behind schedule, and will
not begin implementation until 2002, and partially as a result of
these delays FAA is also falling short in meeting its screener im-
provement goals.

Another aspect of our work is a search for potential practices or
lessons learned for improving performance. In our visits to several
other countries, we found that in most countries screeners are re-
quired to have more extensive qualifications, meet higher training
standards, screeners are paid more, and benefits are provided.

Organizationally, these countries generally place the responsi-
bility for screening with airports or the Government, instead of air
carriers, as in the United States. The question, of course, is, does
it make a difference? The answer is, maybe. The five countries we
visited had significantly lower screener turnover and may have bet-
ter screener performance. I say may have, because there is very lit-
tle evidence that we had to examine about this particular issue, but
the one example that we do have is a joint screener test between
the United States and a European country, where the European
screeners detected over twice as many test objects as the American
screeners.

We recognize that screener performance problems do not fall
solely on the shoulders of FAA. The responsibility for certain condi-
tions, such as rapid turnover, more appropriately rests with the air
carriers and the screening companies. Nevertheless, Madam Chair,
FAA does have a leadership responsibility not only for improving
screener performance but also for improving the overall state of
aviation security.

In our view, the actions that FAA has currently underway are
steps in the right direction and, when fully implemented, may pro-
vide the needed improvement. However, Madam Chair, it is critical
that the Congress maintain vigilant oversight over FAA’s efforts to
ensure that it fully implements these initiatives in a timely fash-
ion.

Thank you.

[The prepared statement of Mr. Dillingham follows:]
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PREPARED STATEMENT OF GERALD DILLINGHAM, ASSOCIATE DIRECTOR,
TRANSPORTATION AND TELECOMMUNICATIONS ISSUES, RESOURCES, COMMUNITY,
AND EcoNOMIC DEVELOPMENT DIVISION, U.S. GENERAL ACCOUNTING OFFICE

Mr. Chairman and Members of the Subcommittee:

We appreciate the opportunity to be here today to discuss the security of the na-
tion’s air transport system. The air transport system is vital to our nation’s pros-
perity, and protecting this system from terrorist attacks or other dangerous acts re-
mains an important national issue. Events over the past decade have shown that
the threat of terrorism against the United States is an ever-present danger and,
coupled with the fact that aviation is an attractive target for terrorists, indicate that
the security of the air transport system remains at risk. Protecting this system de-
mands a high level of vigilance because a single lapse in aviation security can result
in hundreds of deaths, destroy equipment worth hundreds of millions of dollars, and
have imr{leasurable negative impacts on the economy and the public’s confidence in
air travel.

Our testimony today discusses the Federal Aviation Administration’s (FAA) efforts
to implement and improve security in two key areas: air traffic control computer
systems and airport passenger screening checkpoints. Computer systems—and the
information within—are the crucial link for providing information to air traffic con-
trollers and aircraft flight crews to ensure the safe and expeditious movement of air-
craft. Screening checkpoints and the screeners who operate them provide the means
to ensure that passengers and others do not bring dangerous items aboard aircraft.
Our testimony is based on issued reports on computer security and on work that
we have under way on checkpoint screeners that we are conducting at this Sub-
committee’s request. Our report on checkpoint screeners will be issued shortly.

In summary, Mr. Chairman, our work has identified security problems in both the
air traffic control computer systems and in the performance of checkpoint screeners:

e A report we issued in 1998 detailed weaknesses in critical computer security
areas, including the physical security at facilities that house air traffic control
systems and the management of security for operational computer systems. For
example, FAA had not assessed the physical security at a large portion of its
air traffic control facilities and had not performed the necessary threat analyses
for 87 of its 90 operational air traffic control computer systems in the 5 years
prior to our review. FAA has since initiated actions to resolve the problems we
identified in these instances; however, in December 1999, we reported that FAA
was still not following its own security requirements as it failed to conduct the
required background searches on contractor employees reviewing and repairing
critical computer system software.

e FAA and the airline industry have made little progress in improving the effec-
tiveness of airport checkpoint screeners. Screeners are not adequately detecting
dangerous objects, and long-standing problems affecting screeners’ performance
remain, such as the rapid screener turnover and the inattention to screener
training. FAA’s efforts to address these problems are behind schedule. For ex-
ample, FAA is 2 years behind schedule in issuing a regulation that would imple-
ment a congressionally mandated requirement to certify screening companies
and improve the training and testing of screeners. Partially as a consequence
of its delays, FAA has not attained its fiscal year 1999 Government Perform-
ance and Results Act goals for improving screener performance. Five countries
we visited had different screening practices and significantly lower screener
turnover and may have better screener performance. One country’s screeners
detected over twice as many test objects in a joint testing program that it con-
ducted with FAA.

The security problems we have found would by themselves be cause for concern.
Unfortunately, Mr. Chairman, the problems we have identified are not unique.
Problems identified by others, such as the Department of Transportation’s Inspector
General, point out weaknesses in a number of other key aviation protection meas-
ures. Taken together, these problems show the chain of security protecting our avia-
tion system has not one but several weak links. It must be recognized that the re-
sponsibility for these problems does not fall on the shoulders of FAA alone. The
aviation industry is responsible for undertaking the security measures at airports
and many of the problems identified—such as rapid screener turnover—more appro-
priately rest with it.

The fact that there have been no major security incidents in recent years—such
as the 1988 bombing of Pan Am Flight 103—could breed an attitude of complacency.
Maintaining or improving aviation security in such an environment is more chal-
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lenging. However, serious vulnerabilities in our aviation security system exist and
must be adequately addressed. We expressed concern 2 years ago that the momen-
tum of aviation security improvements must not be lost, and we express that con-
cern again today. Continual congressional oversight will be needed to hold the avia-
tion community accountable for establishing and achieving specific improvement
goals and changes.

Background

Before I discuss these issues in greater detail, it is important to place some per-
spective on the nation’s aviation security system. Providing security to the nation’s
aviation system is a complex and difficult task because of the size of the U.S. sys-
tem, the differences among airlines and airports, and the unpredictable nature of
terrorism or criminal acts. The U.S. civil aviation system comprises hundreds of
commercial airports, thousands of aircraft, and tens of thousands of flights each day
that transport over 2 million passengers. FAA has hundreds of facilities throughout
the country that monitor and direct the flow of aircraft to ensure they arrive safely
at their intended destination. Providing security to such a vast and diverse system
can be a daunting challenge.

Yet the need for strong aviation security grows every day. The threat of terrorism
against the United States remains high and, as evidenced by the 1995 discovery of
a plot to bomb as many as 11 U.S. airliners, civil aviation is an attractive target.
More recent events such as the December 1999 apprehension at the Canadian bor-
der of a suspected terrorist with bomb components, including some small enough to
be brought onto an aircraft, reaffirm the need for concern. Other threats such as
“air rage”—those hostile or possibly criminal acts that occur onboard aircraft—are
on the increase and could be potentially catastrophic if dangerous objects, such as
weapons, were to be involved. In the past month alone, there have been two such
incidents in which passengers attacked pilots in the cabins of airborne flights. Fi-
nally, a growing threat—computer hackers—has evolved that could threaten the se-
curity of aircraft or the entire national airspace system. If hackers are able to pene-
trate the air traffic control system, they could attack the computer systems used to
communicate with and control aircraft, potentially causing significant economic
problems and placing aircraft at risk.

The threat of terrorist or other acts against aircraft have led to numerous calls
for improvements that address the vulnerabilities in the aviation system. During
the last decade, two presidential commissions have reviewed and reported on prob-
lems with various aspects of aviation security, and two major laws have been en-
acted that required actions to improve security measures. Additionally, the Congress
provided about $1 billion to FAA over the last 4 fiscal years to carry out its civil
aviation security program, including over $340 million for the purchase and deploy-
ment of security equipment at U.S. airports.

ATC Computer Security

Securing the air traffic control (ATC) computer systems that provide information
to controllers and flight crews is critical to the safe and expeditious movement of
aircraft. Failure to adequately protect these systems, as well as the facilities that
house them, could cause nationwide disruption of air traffic or even loss of life.
Moreover, malicious attacks on computer systems are becoming an increasing
threat, and it is essential that FAA ensure the integrity and availability of the ATC
computer systems and protect them from unauthorized access. Numerous laws as
well as FAA’s policy require that these systems be adequately protected.

However, as we reported in May 1998, FAA had been ineffective in four critical
computer security areas we reviewed.! The first of these areas was physical security
at key ATC facilities, such as towers and en route centers, where known weaknesses
existed. For example, contractor employees were given unrestricted access to sen-
sitive areas without required background investigations. In addition, at many facili-
ties, the extent of weaknesses was unknown because FAA did not follow its own se-
curity policy and did not conduct the required physical security assessments from
1993 to 1998 at a large portion of its ATC facilities.

Second, FAA had not ensured the security of operational ATC systems. FAA’s pol-
icy requires that all ATC systems be assessed for risk, certified that they comply
with FAA’s requirements, and accredited by FAA management once the appropriate
security safeguards have been implemented. However, of 90 operational ATC sys-
tems, only 3—less than 4 percent—were certified and none was accredited. Addition-
ally, security assessments for ATC telecommunications systems were similarly lack-

1Air Traffic Control: Weak Computer Security Practices Jeopardize Flight Safety (GAO/
AIMD-98-155, May 18, 1998).
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ing. Eight of nine telecommunications systems were not assessed despite the fact
that FAA’s 1994 Telecommunications Strategic Plan stated that “vulnerabilities that
can be exploited in aeronautical telecommunications potentially threaten property
and public safety.”

Third, FAA was not adequately managing security for new ATC systems. Because
FAA had no security architecture, security concept of operations, or security stand-
ards, the implementation of security requirements for ATC development efforts were
ad hoc and sporadic. Of the six system development efforts we reviewed, only four
had security requirements, and of these, only two were based on risk assessments.
Without security requirements based on sound risk assessments, FAA lacks assur-
ance that future ATC systems will be protected from attack.

Fourth, FAA’s management structure was not effectively implementing and en-
forcing computer security policy. Responsible offices did not adequately implement
and enforce security policy, and FAA lacked a central point for enforcing security.
In particular, FAA did not have a Chief Information Officer (CIO) reporting directly
to the FAA Administrator, a management structure consistent with Clinger-Cohen
Act requirements.

As a result of our work, FAA has initiated efforts to address all four computer
security problem areas. For example, it has inspected the facilities it had not as-
sessed since 1993, and it has established a CIO position with responsibility for de-
veloping, implementing, and enforcing the agency’s security policy. Nevertheless,
weaknesses continue in FAA’s efforts to maintain effective computer security. In De-
cember 1999, we reported that FAA was still not following its own security require-
ments.2 We found FAA used contractor employees to make Year 2000 repairs to mis-
sion-critical ATC systems and to review these systems’ software without the re-
quired background searches being performed. In one case, we found that no back-
ground searches were performed on 36 foreign nationals who had access to copies
of critical ATC systems’ source code. As a result of not following its own security
requirements, FAA increased the risk of inappropriate individuals gaining access to,
and knowledge of, its facilities, information, and resources. Consequently, the ATC
system may now be more susceptible to intrusion and malicious attacks. We are cur-
rently following up on the status of FAA’s efforts to resolve the computer security
problems we identified as part of an ongoing computer security review.

Checkpoint Screeners

Not only have we found security problems at air traffic control facilities, but more
significantly, we have found problems at the screening checkpoints at airports. The
screening checkpoints and the screeners who operate them are a key line of defense
against the introduction of dangerous objects into the aviation system. All pas-
sengers and their baggage must be checked for weapons, explosives, or other dan-
gerous articles that could pose a threat to the safety of an aircraft and those aboard
it. FAA and the air carriers share this responsibility. FAA prescribes the screening
regulations and establishes the basic standards for the screeners, the equipment,
and the procedures to be used, and the air carriers are responsible for screening
passengers and their baggage before they are permitted into the secure areas of an
airport or onto an aircraft. Air carriers can use their own employees to conduct
screening activities, but for the most part, air carriers hire security companies to
do the screening.

The screeners detect thousands of dangerous objects each year. Over the past 5
years, they detected nearly 10,000 firearms being carried through checkpoints, ac-
cording to FAA. Nevertheless, the screeners do not identify all threats, and in-
stances occur each year in which weapons are discovered to have passed through
a checkpoint. We found a number of cases in which passengers passed through
checkpoints on the first flight of their trips and were subsequently found to have
loaded guns at screening checkpoints prior to boarding connecting flights. Similarly,
we are aware of two instances in which simulated explosive devices used for testing
screeners passed through screening checkpoints and were placed aboard aircraft.

Concerns have been raised for many years by us and by others about the effective-
ness of the screeners and the need to improve their performance. In 1978, the
screeners were not detecting 13 percent of the potentially dangerous objects FAA
agents carried through checkpoints during tests—a level that was considered “sig-
nificant and alarming.” In 1987, we found that screeners were not detecting 20 per-

2 Computer Security: FAA Needs to Improve Controls Over Use of Foreign Nationals to Reme-
diate and Review Software (GAO/AIMD-00-55, Dec. 23, 1999).
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cent of the objects during FAA’s tests.? Two presidential commissions—established
after the bombing of Pan Am Flight 103 in 1988 and the then-unexplained crash
of TWA Flight 800 in 1996—as well as numerous reports by GAO and the Depart-
ment of Transportation’s Inspector General have highlighted problems with screen-
ing and the need for improvements. To rectify some of these problems, the Federal
Aviation Reauthorization Act of 1996 mandated that FAA certify screening compa-
nies, improve the training and testing of the screeners, and develop performance
standards. However, Mr. Chairman, problems with the screeners’ performance re-
main a serious concern. Data on FAA’s test results cannot be released publicly, but
our research shows that the screeners’ ability to detect objects during the agency’s
tests is not improving, and in some cases is worsening.

Screeners’ Performance Problems Are Attributed to Rapid Turnover and Inattention
to Human Factors

There is no single reason why screeners fail to identify dangerous objects. Two
conditions—rapid screener turnover and inadequate attention to human factors—are
believed to be important causes. The rapid turnover among screeners has been a
long-standing problem, having been singled out as a concern in FAA and GAO re-
ports dating back to at least 1979. We reported in 1987 that turnover among screen-
ers was about 100 percent a year at some airports, and today, the turnover is con-
siderably higher.# From May 1998 through April 1999, turnover averaged 126 per-
cent among screeners at 19 large airports, with 5 airports reporting turnover of 200
percent or more and 1 reporting turnover of 416 percent. At one airport we visited,
of the 993 screeners trained there over about a 1-year period, only 142, or 14 per-
cent, were still employed at the end of that year. Such rapid turnover can seriously
affect the level of experience among the screeners operating a checkpoint. Appendix
I lists the turnover rates for screeners at 19 large airports.

Both FAA and the aviation industry attribute the rapid turnover to the low wages
the screeners receive, the minimal benefits, and the daily stress of the job. Gen-
erally, screeners get paid at or near the minimum wage. We found that some of the
screening companies at many of the nation’s largest airports paid screeners a start-
ing salary of $6 an hour or less, and at some airports the starting salary was the
minimum wage—$5.15 an hour. It is common for the starting wages at airport fast-
food restaurants to be higher than the wages the screeners receive. For instance,
at one airport we visited, the screeners’ wages started as low as $6.25 an hour,
whereas the starting wage at one of the airport’s fast-food restaurants was $7 an
hour.

The human factors associated with screening—those work-related issues that are
influenced by human capabilities and constraints—have also been noted by FAA as
problems affecting performance for over 20 years. Screening duties require repet-
itive tasks as well as intense monitoring for the very rare event when a dangerous
object might be observed. Too little attention has been given to factors such as (1)
individuals’ aptitudes for effectively performing screening duties, (2) the sufficiency
of the training provided to the screeners and how well they comprehend it, and (3)
the monotony of the job and the distractions that reduce the screeners’ vigilance.
As a result, screeners are being placed on the job who do not have the necessary
abilities, do not have adequate knowledge to effectively perform the work, and who
then find the duties tedious and unstimulating.

FAA Is Making Efforts to Address Causes of Screeners’ Performance Problems, but
Progress Has Been Slow

FAA has demonstrated that it is aware of the need to improve the screeners’ per-
formance by conducting efforts intended to address the turnover and human factors
problems and by establishing goals with which to measure the agency’s success in
improving performance. The efforts include establishing a threat image projection
system to keep screeners alert and to monitor their performance; a screening com-
pany certification program; and screener selection tests, computer-based training,
and readiness tests. FAA’s implementation of these efforts, however, has encoun-
tered substantial delays and is behind schedule. I would like to focus on two key
efforts, the threat image projection system and the screening company certification
program, and then discuss FAA’s progress in achieving its goals for improved
screener performance.

3 Aviation Security: FAA Needs Preboard Passenger Screening Performance Standards (GAO/
RCED-87-182, July 24, 1987).
4 GAO/RCED-87-182, July 24, 1987.
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The Threat Image Projection System

FAA is deploying an enhancement to the x-ray machines used at the checkpoints
called the threat image projection (TIP) system. As screeners routinely scan pas-
sengers’ carry-on bags, TIP occasionally projects images of dangerous objects like
guns and explosives on the x-ray machines’ screens. The screeners are expected to
spot the objects and signal for the bags to be manually searched. Once prompted,
TIP indicates whether an image is of an actual object in a bag or was generated
by the system and also records the screeners’ responses, providing a measure of
their performance while keeping them more alert. By frequently exposing screeners
to what dangerous objects look like on screen, TIP will also provide continuous on-
the-job training.

FAA is behind schedule in deploying this system. It had planned to begin deploy-
ing 284 units to 19 large airports in April 1998. But as a result of hardware and
software problems, FAA dropped its plans to install the units on existing x-ray ma-
chines nationwide. Instead, in mid-2000, it will begin purchasing and deploying
1,380 new x-ray machines already equipped with the TIP system. FAA expects to
have the system in place at the largest airports by the end of fiscal year 2001 and
at all airports by the end of fiscal 2003.

Unfortunately, the delays in the TIP system’s deployment have impeded another
key initiative to improve the screeners’ performance: the certification of screening
companies.

The Certification of Screening Companies

In response to a mandate in the Federal Aviation Reauthorization Act of 1996 and
a recommendation from the 1997 White House Commission on Aviation Safety and
Security, FAA is creating a program to certify the security companies that staff the
screening checkpoints. The agency plans to establish performance standards—an ac-
tion we recommended in 1987 5—that the screening companies will have to meet to
earn and retain certification. It will also require that all screeners pass automated
readiness tests after training and that all air carriers have TIP units on the x-ray
machines at their checkpoints so that the screeners’ performance can be measured
to ensure FAA’s standards are met. FAA believes that the need to meet certification
standards will give the security companies a greater incentive to retain their best
screeners longer and so will indirectly reduce turnover by raising the screeners’
wages and improving training. Most of the air carrier, screening company, and air-
port representatives we contacted said they believe certification has the potential to
improve the screeners’ performance.

FAA plans to use data from the TIP system to guide it in setting its performance
standards, but because the system will not be at all airports before the end of fiscal
year 2003, the agency is having to explore additional ways to set standards. FAA
plans to issue the regulation establishing the certification program by May 2001,
over 2 years later than its earlier estimated issue date of March 1999. According
to FAA, it has needed more time to develop performance standards and to develop
and process a very complex regulation. The first certification of screening companies
is expected to take place in 2002.

FAA’s Goals for Screeners’ Performance

As required by the Government Performance and Results Act, FAA established
goals in 1998 for improving screeners’ detection of test objects carried through metal
detectors and concealed in carry-on baggage. FAA views specific data relating to
these goals, as well as other information relating to screeners’ detection rates, to
be too sensitive to release publicly. However, it can be said that, in part because
of the delays in implementing its screener improvement efforts, the agency did not
meet its first-year goals for improving screener performance. FAA acknowledged
that it did not meet its fiscal year 1999 improvement goal for detecting dangerous
objects carried through metal detectors, but it believed that it had nearly met its
goal for improving their detection in carry-on baggage. However, we found flaws in
FAA’s methodology for computing detection rates, and that, in fact, the goal was not
met. We have discussed our findings with FAA, and as result of our findings and
the delays in its initiatives, the agency is revising its goals.

We are encouraged that FAA is currently developing an integrated checkpoint
screening management plan to better focus its efforts and meet its goals for improv-
ing the screeners’ performance. According to FAA officials, the plan, which is still
in draft form, will (1) incorporate FAA’s goals for improving the screeners’ perform-
ance and detail how its efforts relate to the achievement of the goals; (2) identify
and prioritize checkpoint and human factors problems that need to be resolved; and

5 GAO/RCED-87-182, July 24, 1987.
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(3) provide measures for addressing the performance problems, including related
milestone and budget information. Moreover, the draft plan will consolidate the re-
sponsibility for screening checkpoint improvements under a single program man-
ager, who will oversee and coordinate efforts at FAA headquarters, field locations,
and the agency’s Technical Center in Atlantic City, New Jersey. FAA expects the
plan to be completed in April 2000 and to be continuously updated based on its
progress.

Screening Practices in Five Other Countries Differ From U.S. Practices

To identify screening practices that differ from those in the United States, we vis-
ited five countries—Belgium, Canada, France, the Netherlands, and the United
Kingdom—viewed by FAA and the aviation industry as having effective screening
operations. These countries also have significantly lower screener turnover than the
United States—about 50 percent or lower. We found some significant differences in
four areas: screening operations, screeners’ qualifications, screeners’ pay and bene-
fits, and institutional responsibility for screening.

First, screening operations in some countries are more stringent. For example,
Belgium, the Netherlands, and the United Kingdom routinely touch or “pat down”
passengers in response to metal detector alarms. Additionally, all five countries
allow only ticketed passengers through the screening checkpoints, thereby allowing
the screeners to more thoroughly check fewer people. Some countries also have a
greater police or military presence near checkpoints. In the United Kingdom, for ex-
ample, security forces—often armed with automatic weapons—patrol at or near
checkpoints. At Belgium’s main airport, a constant police presence is maintained at
one of two glass-enclosed rooms directly behind the checkpoints.

Second, the screeners’ qualifications are usually more extensive. For example, in
contrast to the United States, Belgium requires screeners to be citizens, while
France requires screeners to be citizens of a European Union country. In the Neth-
erlands, screeners do not have to be citizens, but they must have been residents of
the country for 5 years. Moreover, while FAA requires that screeners in this country
have 12 hours of classroom training, Belgium, Canada, France, and the Netherlands
require more. France requires 60 hours of training, and Belgium requires at least
40 hours with an additional 16 to 24 hours for each activity, such as x-ray machine
operations, the screener will conduct.

Third, the screeners receive relatively better pay and benefits in most of these
countries. While in the United States screeners receive wages that are at or slightly
above minimum wage, screeners in some countries receive wages that they view as
being “middle income.” In the Netherlands, for example, screeners receive at least
the equivalent of about $7.50 per hour. This wage is about 30 percent higher than
wages at fast-food restaurants. In Belgium, screeners receive about $14 per hour.
Screeners in some countries also receive some benefits, such as health care or vaca-
tions, as required under the laws of these countries.

Finally, the responsibility for screening in most of these countries is placed with
the airport or with the government, not with the air carriers as it is in the United
States. In Belgium, France, and the United Kingdom, the responsibility for screen-
ing has been placed with the airports, which either hire screening companies to con-
duct the screening operations or, as at some airports in the United Kingdom, hire
screeners or manage the checkpoints themselves. In the Netherlands, the govern-
ment is responsible for passenger screening and hires a screening company to con-
duct checkpoint operations, which are overseen by a Dutch police force.

Because each country follows its own unique set of screening practices, and be-
cause data on screener performance in each country were not available to us, it is
difficult to measure the impact of these different practices, either individually or
jointly, on improving screeners’ performance. Nevertheless, there are indications
that in at least one country, the practices may help to improve the screeners’ per-
formance. This country conducted a testing program jointly with FAA that showed
that the other country’s screeners detected over twice as many test objects as did
the screeners in the United States.

We note that practices similar to those in other countries have been proposed in
the United States. The Chicago Department of Aviation, which operates Chicago-
O’Hare International Airport, has advocated moving the responsibility for screening
to airports, hiring screening companies under a model similar to that used by the
General Services Administration to contract for security services, and having uni-
versities conduct more extensive and independent screener training programs. In re-
sponse to a requirement of the Federal Aviation Reauthorization Act of 1996, FAA
did evaluate options for moving screening responsibilities to airports or the federal
government. The agency said that it found no consensus for moving these respon-
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sibilities to other parties, and consequently the responsibility for screening remains
with the air carriers.

Summary

Many vulnerable areas in the aviation system need strong protection. Unfortu-
nately, Mr. Chairman, the problems we have identified in two of these areas are
not unique. Others such as the Department of Transportation’s Inspector General
and the National Research Council have identified other problems with the security
controls in and around airports, the implementation of security procedures, and the
use and effectiveness of new equipment intended to better assist in identifying
threats. Taken together, these problems point out that effective security for our na-
tion’s aviation system has not yet been achieved. It is often said that a chain is only
as strong as its weakest link; in the case of aviation security, there are still many
weak links. It must be recognized that these weak links are not the responsibility
of FAA alone. The responsibility for certain conditions, such as the rapid screener
turnover, more appropriately rests with the air carriers and screening companies.
It will, therefore, take the cooperation of the aviation industry to put into place the
actions needed to improve security.

In closing, Mr. Chairman, the fact that there has been no major security incident
in the United States or involving a U.S. airliner in nearly a decade could breed an
attitude of complacency in improving aviation security. Improving security in such
an environment is more challenging and difficult. Two years ago, in another testi-
mony before the Congress, we expressed a similar concern in stressing that the mo-
mentum of aviation security improvements must not be lost. Given the extent of the
problems, we must reiterate this concern and believe that continuing congressional
oversight in holding FAA and the aviation industry accountable for improving the
aviation security will be critical to the full achievement of a safe and secure air
transportation system.

Mr. Chairman, this concludes my prepared statement. I will be pleased to answer
any questions that you or Members of the Subcommittee may have.

Appendix |
Screener Turnover Rates at 19 Large Airports
May 1998—April 1999

Annual
City (airport) tul;lg;;);rer
(percentage)

Atlanta (Hartsfield Atlanta International) 375
Baltimore (Baltimore-Washington International) 155
Boston (Logan International) 207
Chicago (Chicago-O’Hare International) 200
Dallas-Ft. Worth (Dallas/Ft. Worth International) 156
Denver (Denver International) 193
Detroit (Detroit Metro Wayne County) 79
Honolulu (Honolulu International) 37
Houston (Houston Intercontinental) 237
Los Angeles (Los Angeles International) 88
Miami (Miami International) 64
New York (John F. Kennedy International) 53
Orlando (Orlando International) 100
San Francisco (San Francisco International) 110
San Juan (Luis Munoz Marin International) 70
Seattle (Seattle-Tacoma International) 140
St. Louis (Lambert St. Louis International) 416
Washington (Washington-Dulles International) 90
Washington (Ronald Reagan Washington National) 47

Total 126

Source: FAA.
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Senator HUTCHISON. Thank you, Mr. Dillingham.
Hon. Cathal Flynn, the Associate Administrator for Civil Avia-
tion Security at the FAA. Admiral Flynn.

STATEMENT OF HON. CATHAL FLYNN, ASSOCIATE
ADMINISTRATOR FOR CIVIL AVIATION SECURITY, FEDERAL
AVIATION ADMINISTRATION

Admiral FLYNN. Madam Chair, thank you for the opportunity to
speak with you today on the issue of aviation security. I would like
to briefly summarize some of our recent efforts to enhance the se-
curity of our aviation system. The threat to our Nation’s aviation
community has not diminished. This remains a dangerous world.
Although we have made significant progress, Governments, air-
lines, and airports must continue to work cooperatively to achieve
safe and secure air transportation worldwide.

Incidents worldwide of unlawful interference with civil aviation—
that is, hijackings and sabotage—have decreased over the last 20
years, while the number of flights and enplanements has increased
very substantially. But, as was graphically demonstrated by the re-
cent hijacking of an Air India aircraft in which one passenger was
murdered, the threat remains very real.

We are focusing our efforts on the screening of passengers and
cargo in order to ensure that unlawful or dangerous weapons, ex-
plosives, or other dangerous substances are not carried on aircraft.
In response to both the White House Commission on Aviation Safe-
ty and Security, and to direction and guidance from this Committee
in the 1996 FAA Reauthorization Act, we have developed a draft
rule to improve screening efforts.

We published the Notice of Proposed Rulemaking in early Janu-
ary. We have held two public listening sessions in Washington and
San Francisco, and a third is being conducted today in Fort Worth.
The public comment period will end on May 4, and we expect the
rule to become final within a year subsequent to that.

The proposed rule would require the certification of all screening
companies, specifies training requirements for screeners, and es-
tablishes requirements for the use of screening equipment. It would
require screeners to use threat image projection (TIP), or TIP-
equipped x-ray systems and explosives detection systems (EDS).

A TIP system electronically inserts images of possible threats,
like guns, knives, explosive devices, on x-ray or explosives detection
system monitors. Its purpose is to provide training, keep screeners
alert, and very importantly, to be able to measure performance ac-
curately. We believe high scores in detecting TIP images will
equate to a high probability of detecting real bombs. We will con-
tinue to closely monitor TIP’s capabilities in the operational envi-
ronment, making necessary adjustments as we gain more experi-
ence with this technology.

Screeners must be given the best tools available to do the job,
and must be trained to use them properly. Foremost among the
tools are explosives detection systems. EDS installation and utiliza-
tion remain among our greatest concerns. These systems have
proven their effectiveness in detecting the amounts and types of ex-
plosives likely to be placed in checked baggage or small packages
carried as cargo or baggage on commercial passenger aircraft.
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Similarly, explosives trace detection devices have been shown to
be effective in discovering even the smallest amounts of explosives
in carry-on bags and articles.

Until we have the technology to screen all checked bags with ex-
plosive detection systems, without causing intolerable delays in
processing passengers, we must continue to focus intelligently on a
smaller segment of bags. The successful CAPPS program—CAPPS
stands for computer-assisted passenger prescreening system—al-
lows us to focus on a manageable population of passengers. CAPPS
is a computerized system that essentially selects passengers whose
checked baggage will be subject to further security measures. The
system uses parameters developed within the counterterrorism, in-
telligence and law enforcement communities which have been
found by the Justice Department to be nondiscriminatory and to
meet Fourth Amendment standards.

Another area of increasing importance is air cargo. Cargo screen-
ing is improving steadily. We have strengthened the cargo security
standards for all passenger air carriers and air freight forwarders
by narrowing the definition of a known shipper and focusing secu-
rity resources on unknown shippers. In September 1999, changes
to United States and foreign air carrier security programs, and in-
direct air carrier—that is freight forwarder—security programs be-
came effective.

In addition, on-board couriers are now required to declare them-
selves to the air carrier, thus assuring that their bags will be prop-
erly secured.

Access control is another important issue of concern. The DOT
Inspector General and GAO audits have properly noted industry’s
problems in performing FAA-required access control measures and
background checks of their employees. More needs to be done by
FAA and the airports in these areas.

We are working with airport operators and air carriers to imple-
ment and strengthen existing controls to eliminate access control
weaknesses. A particularly intensive round of access control tests
started on February 7, 2000, and will continue at some frequency
indefinitely. Performance has improved.

Now, there are many other aspects of our security program, from
the high tech million-dollar explosives detection systems, to Fed-
eral Air Marshals, who fly on a high number of our flights armed,
to protect against hijackings. There are also less dramatic things,
such as the explosive detection canine program.

Following direction in the Reauthorization Act and of the White
House Commission, the number of canine teams has doubled from
87 teams at 26 airports in 1996 to 175 teams today at 39 of our
busiest airports. These canine teams, which are very effective in
dealing with a variety of security situations, are now 100 percent
dedicated to aviation security.

Madam Chair, we believe the safety and security of the traveling
public, our own citizens and those visiting the United States from
abroad, is worth the investment that will need to be made by both
Government and the private sector. We are moving in the right di-
rection, and we appreciate very much the support that this Com-
mittee has given for our work.
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That concludes my statement, and I will be happy to answer
questions.
[The prepared statement of Admiral Flynn follows:]

PREPARED STATEMENT OF HON. CATHAL FLYNN, ASSOCIATE ADMINISTRATOR FOR
CIVIL AVIATION SECURITY, FEDERAL AVIATION ADMINISTRATION

Madam Chair, Senator Rockefeller and Members of the Subcommittee:

Thank you for the opportunity to speak with you today on aviation security and
the progress we have made since the 1996 Federal Aviation Administration reau-
thorization legislation in enhancing security of our aviation system. Today I would
like to discuss several important security initiatives, including our recent rule-
making effort on the training, performance, and retention of airline security screen-
ers at airports. As directed by legislation passed by this Committee in 1996, the
Federal Aviation Administration (FAA) is conducting a rulemaking that would re-
quire screening companies to be certified by the FAA. I would like to start by de-
scribing this rulemaking and how we expect the training, performance, and reten-
tion of airport screeners to improve as a result, and then comment briefly on some
of the other elements of our security program.

Let me first emphasize that the threat to our Nation’s aviation community has
not diminished. It remains a dangerous world. Governments, airlines, and airports
must work cooperatively to achieve our common goal: safe and secure air transpor-
tation worldwide. The number of incidents worldwide of unlawful interference with
civil aviation (primarily hijacking and sabotage) have decreased over the last 20
years, while the number of flights, enplanements and passenger-miles flown have
increased. As graphically demonstrated by the two most recent hijackings, this de-
crease does not minimize the gravity of these crimes.

The terrorist threat to U.S. civil aviation is higher abroad than it is within the
United States. The terrorist attacks against U.S. embassies in Kenya and Tanzania
remind us of the global nature of terrorism and the need for everyone to work to-
gether to oppose it anywhere in the world. The relationship between Osama bin
Laden, who was behind these terrorist attacks, and Ramzi Yousef, who was con-
victed of bombing the World Trade Center in New York and attempting to place
bombs on a dozen U.S. air carrier flights in the Asia-Pacific region in 1995, exempli-
fies the continuing tangible threat to civil aviation. Only the wholehearted coopera-
tion of our aviation partners thwarted those attacks in the Pacific. Moreover, mem-
bers of foreign terrorist groups and representatives from state sponsors of terrorism
are present in the United States. There is evidence that a few foreign terrorist
groups have well-established capability and infrastructures here.

Terrorism is a crime, but the threat to civil aviation is not restricted solely to
those motivated by political concerns. We must also prevent other criminal acts, re-
gardless of motivation, to ensure safe and secure air transportation. Given this secu-
rity threat, since the early 1970’s the FAA has required the screening of passengers
and property carried aboard an aircraft in order to ensure that no unlawful or dan-
gerous weapons, explosives, or other destructive substances are carried aboard.
More recently, in response to the White House Commission on Aviation Safety and
Security and to direction and guidance from this Committee in the Federal Aviation
Reauthorization Act of 1996, the FAA developed a proposal to improve screening ef-
forts, which we published in early January. I would like to briefly describe its devel-
opment and purpose.

On March 17, 1997, the FAA published an Advance Notice of Proposed Rule-
making (ANPRM), to certify screening companies and improve the training and test-
ing of security screeners through the development of uniform performance stand-
ards. On the basis of the comments received as well as internal deliberations, the
FAA determined that the critical element in screener certification is having a reli-
able and consistent way to measure actual screening performance. After evaluation
and consultation, we decided to add more specific screening improvements to the
proposed rule based on the use of new technology called threat image projection
(TIP) systems. Consequently, in May 1998, we withdrew the ANPRM in order to
focus our rulemaking efforts on TIP systems.

A TIP system electronically inserts images of possible threats (e.g., a gun, knife,
explosive device) on x-ray and explosives detection system monitors as if they were
within a bag being screened. Its purpose is to provide training, keep screeners alert,
and measure screener performance. High scores in detecting TIP images equate to
a high probability of detecting actual bombs. Not only can TIP data be potentially
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used to assess screener performance over time, the results can also be used to ana-
lyze any correlation between performance, experience, and compensation.

FAA field agents performed special evaluations using test objects in coordination
with TIP data gathering to see if the data correlated. We conducted these prelimi-
nary tests of the prototype TIP x-ray systems and analyzed data from the fall of
1998 to January 1999, whereupon we concluded that TIP was potentially an effec-
tive and reliable means to measure screener performance. We will continue to seek
comment and closely monitor TIP’s capabilities in an operational environment, mak-
ing necessary adjustments as we gain more experience with this technology.

Our determination of TIP’s reliability enabled us to move forward on the rule. On
January 5, 2000, FAA issued a Notice of Proposed Rulemaking (NPRM) which re-
quires the certification of all screening companies, specifies training requirements
for screeners, sets standards for screening passengers and cargo, and establishes re-
quirements for the use of screening equipment. The NPRM would require screening
companies to adopt FAA-approved security programs and would require carriers to
install TIP systems on all their x-ray and explosive detection systems. We held a
public listening session on the proposed rule at FAA headquarters on March 10, one
in San Francisco earlier this week and one in Fort Worth this morning. All public
comments are due by May 4th.

Our proposed rule also requires that all screening companies adopt and imple-
ment FAA-approved screening security programs that include procedures for per-
forming screening functions, including operating equipment; screener testing stand-
ards and test administration requirement; threat image projection standards, oper-
ating requirements, and data collection methods; and performance standards. In ad-
dition, all screening personnel would have to pass computerized knowledge-based
and x-ray interpretation tests before and after their on-the-job training and at the
conclusion of their recurrent training. These tests would be monitored by air carrier
personnel in accordance with the air carriers’ security programs. We hope to issue
a Final Rule on certification of screening companies in May 2001.

The 1996 Reauthorization Act also directed the FAA to conduct a study and report
back to Congress on the possibility of transferring certain air carrier security re-
sponsibilities to either airport operators or to the Federal Government, or to provide
for shared responsibilities. We completed the study and submitted it to Congress in
December 1998, after extensive research, taking into account the results of several
commissions, studies and working groups, and concluded that there is a consensus
in the aviation community to retain the current system of shared responsibilities for
security. We found that, while there is significant support for more Federal Govern-
ment involvement and funding, there is little support for the Government’s assum-
ing all air carrier responsibilities. The existing partnership, where the Government
sets goals and works with the industry to see that those goals are met, is univer-
sally supported.

Our study also concluded that the current system achieves an appropriate balance
of responsibilities. While carriers should not have to bear all the costs of security,
they should bear a substantial portion of the personnel costs to provide security
screening and the operational costs of using the advanced security equipment that
the Federal Government provides. At the same time, the Federal Government
should continue to control the quality of aviation security and security screening by
setting higher, but realistically achievable, standards for screener selection, train-
ing, and performance.

Screeners are a critical link in the performance chain. While it is difficult to verify
a correlation between better pay and better performance, we can all agree that prop-
erly trained and qualified people who are on the job longer tend to perform better.
Government sets performance, not design, standards. The government can indirectly
influence private sector pay through higher performance standards that require
more training, and more investment in individuals who do it well.

To help improve screener performance at the checkpoint, data collection and eval-
uation of automated screener assist x-rays—SAX—for carry-on bags was conducted
last year as part of the National Safe Skies Alliance (NSSA). NSSA’s creation in
1997 led to the establishment of a national test bed at McGhee Tyson Airport in
Knoxville, Tennessee for operational evaluation and testing of newly developed tech-
nologies emphasizing checkpoint screening. The NSSA is a consortium of organiza-
tions including Oak Ridge National Laboratory, the Metropolitan Knoxville Airport
Authority, the Minneapolis-St. Paul Metropolitan Airports Commission, the Univer-
sity of Tennessee, Embry-Riddle Aeronautical University, the Tennessee Air Na-
tional Guard, the Honeywell Corporation, and a number of other private companies
and public bodies. Their work includes the development of the best configurations
and strategies to integrate security equipment into the airport environment in the
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most effective way. In addition, other aviation security research and development
projects will also be conducted at this test bed.

Although most security personnel are hardworking and conscientious, there is al-
ways room for improvement in the performance of airline screening responsibilities
for both checked baggage and at the checkpoint. Screeners can always be better
trained and motivated. There is also room for improvement by FAA personnel to
provide clearer, more easily understood guidance on the proper use of equipment.
Working together, I expect that improvements in these areas will be achieved.

For good and effective performance, screeners must be given the best tools avail-
able to do the job, and must be trained to use them properly. Foremost among these
tools are explosives detection systems (EDS). The Aviation Security Improvement
Act of 1990 required that FAA certify EDS based on tests designed to validate their
ability to detect, without human intervention, the amounts and types of explosives
likely to be used by terrorists to cause catastrophic damage to commercial aircraft.
Certification standards were published in 1993. We believe the performance criteria
are tough, but appropriate.

EDS installation and utilization remain among our greatest concerns. Deployed
EDS must be factory tested, shipped, installed, and tested on site. The level of co-
operation and ease of obtaining the appropriate permits varies from city to city, and
from airport to airport. Operators must be trained and certified before the system
becomes operational.

It can take anywhere from three weeks to two months to make an EDS oper-
ational depending upon its location in an airport, the experience of airport per-
sonnel, the complexity of the installation, the training levels of screeners, and other
variables noted in each site survey. In addition, some airports simply have no room
for an EDS. Less complicated installations, not requiring complex reconfigurations
of baggage processes, major renovation or new construction were done first. We have
now completed nearly all of these installations and have started work on the more
complex, and often more expensive installations, some of which may take two or
more years to complete.

Regarding utilization, the Department of Transportation Inspector General (DOT
IG) reports that over 55 percent of the EDS in use are screening fewer than 225
bags per day, and that some machines are screening fewer than 100 bags per day.
During 1999, the average number of selectee bags scanned ranged from 1635 to
1927 bags per week per machine, or an average of 234-275 selectee bags screened
per day per machine. The range of averages is due primarily to normal traffic
changes throughout the year and the fact that additional machines have been
brought on line during each quarter for which data was collected. EDS screened
more than 5.45 million bags during 1999.

We do not believe these numbers indicate under-utilization of equipment. Rather
than focusing on the number of bags screened by each machine, the more pertinent
inquiry is what percent of selectee bags are being screened? The answer to that
question is 100% wherever EDS are deployed. This perspective is consistent with
the focused approach to security FAA has adopted, an approach that was subse-
quently endorsed by the White House Commission on Aviation Safety and Security.

FAA security procedures are intended to concentrate on a smaller segment of pas-
sengers, using parameters developed within the counterterrorism community and
reviewed by the Department of Justice (DOJ). DOJ found that the Computer-As-
sisted Passenger Prescreening System (CAPPS) used to identify selectees is non-
discriminatory; does not violate the Fourth Amendment prohibition against unrea-
sonable searches and seizures; and does not involve any invasion of passengers’ per-
sonal privacy. To further ensure that the CAPPS program is carried out in a non-
discriminatory manner, we have proposed in our NPRM that airline and contractor
security personnel receive civil rights and customer relations training. Further
more, DOT, with the assistance of the Department of Justice, will be conducting a
study in the next year to ensure that members of minority groups are not dispropor-
tionately affected in an unlawful manner in the security screening process.

CAPPS allows us to focus on a manageable population of passengers. Until we
have the technology to screen all checked bags with EDS without causing intoler-
able delays in processing departing passengers, we must continue to focus intel-
ligently on a smaller segment of the bags. In the meantime, we will continue to relo-
cate equipment and foster sharing among carriers to ensure the most effective use
of all deployed security equipment. To reach the goal of 100% checked baggage
screening by EDS, we are continuing R&D along two paths, both of which will be
required to address the diverse configurations of U.S. airports. First, we must de-
velop effective EDS that afford significantly higher throughput (the rate that bags
are moved through the equipment) at a cost comparable to that of existing systems,
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and, second, we must also develop a lower cost EDS with lower throughput for use
at smaller stations where the volume of bags is lower.

As part of our overall program of realistic testing of aviation security measures,
access control testing has also increased. About 5,000 access control tests have been
conducted since March 1999 when the DOT IG provided their initial findings. The
final report was released on November 18, 1999. FAA generally agrees with the
final report and is aggressively responding to the DOT IG’s specific recommenda-
tions. We are working with airport operators and air carriers to implement and
strengthen existing controls to eliminate access control weaknesses. We are requir-
ing airport operators and air carriers to develop and implement comprehensive
training programs to teach employees their role in airport security, the importance
of their participation, how their performance will be evaluated, and what action will
be taken if they fail to perform. We are requiring airport operators and air carriers
to develop and implement programs that foster and reward compliance with access
control requirements, and discourage and penalize noncompliance. We will continue
to work with the DOT IG on these important issues.

A particularly intensive round of access control tests started on February 7, 2000,
and will continue at some frequency indefinitely. At one point, 1,500 tests were con-
ducted in only two weeks. In the tests we conducted last spring, access control
measures stopped 96% of our attempts to penetrate aircraft. Data from the current
effort, which was unannounced to industry, shows some improvement. We expect
the level of performance to be maintained. Where it is not, we will move quickly
to require the airport or air carrier to post guards as necessary to secure the aircraft
or doors, an expensive, redundant measure.

The revision of the basic Federal Aviation Regulations for airport and air carrier
security under Part 107 and Part 108 that is currently ongoing will include
strengthening access controls. For example, individuals will now be more account-
able for displaying proper identification and challenging unauthorized persons in re-
stricted areas of the airport. The revision will also permit enforcement action
against anyone who enters secured areas without authorization. Previously, enforce-
ment action was taken against the company and not the individual. The rulemaking
would make both the individual and the company accountable. The final rule should
be published later this year.

Another area of increasing importance is air cargo. Cargo screening is improving
steadily. The cargo security standards for all passenger air carriers and indirect air
carriers (air freight forwarders) have been strengthened by narrowing the definition
of known shipper and focusing security resources on unknown shippers. In Sep-
tember 1999, changes to U.S. and foreign air carrier security programs, and indirect
air carrier security programs became effective. In addition, onboard couriers are now
required to declare themselves to the air carrier, thus assuring that their bags will
be treated as cargo and properly processed.

We have approved cargo security programs for approximately 200 U.S. air car-
riers, 200 foreign air carriers and 3000 indirect air carriers. In FY99, we conducted
1802 comprehensive assessments of air carriers, 1580 comprehensive assessments of
indirect air carriers, and 1369 inspections of dangerous goods shippers. We continue
to conduct cargo security tests of air carriers using agents to pose as unknown cargo
shippers offering packages. These tests indicate substantial industry compliance.

Internationally, FAA assesses the effectiveness of security measures both at for-
eign airports served by U.S. carriers and also at airports that are a last point of
departure by foreign air carriers for service into the United States. Currently the
Foreign Airport Assessment Program covers 240 airports in over 100 countries.
Since 1995, the FAA has cumulatively conducted approximately 550 foreign airport
assessments. The annual number of assessments fluctuates as air carrier service
changes. Our focus is on the need for governments to have the institutional ability
to sustain security measures and we continue to work with airports and countries
with persistent security deficiencies. In addition, we continuously conduct inspec-
tions of U.S. and foreign air carriers at foreign airports with direct service to the
United States to ensure compliance with approved security programs. These inspec-
tions are more frequent at foreign airports assessed to have a higher overall ter-
rorist threat. During the last four years, we conducted 1,888 foreign and U.S. air
carrier station inspections at foreign locations for an average of 472 inspections a
year.

Finally, I would like to mention the Federal Air Marshals (FAM’s) who protect
the traveling public, passengers, and flight crews on U.S. air carrier flights world-
wide. Since 1985, the FAM program has provided specially trained, armed teams
of civil aviation security specialists for deployment worldwide on anti-hijacking mis-
sions. The thrust of the program is 99% deterrence, aimed at disrupting and con-
fusing the planning and will of criminals and terrorists, and 1% response, to be able
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to assess, meet, and defeat any threat aboard an aircraft. All FAM’s are volunteer
FAA employees. They undergo sophisticated and realistic initial and recurrent train-
ing. We believe that one of the reasons there has not been a hijacking of a U.S. air
carrier is the deterrent value of the FAM program. Terrorists considering a hijack-
ing must take the possible presence of FAM’s into account. We want the traveling
public to know that we can be on any U.S. air carrier anywhere in the world at
1a{/}ly t}ilmle. The passenger sitting next to you on any flight could be a Federal Air

arshal.

Madam Chair, that concludes my prepared statement. Thank you for the oppor-
tunity to testify. I would be happy to answer any questions at this time.

Senator HUTCHISON. Thank you, Admiral Flynn.

Ms. Alexis Stefani, the Assistant Inspector General for Auditing
at the Office of the Inspector General at the Department of Trans-
portation. Ms. Stefani.

STATEMENT OF ALEXIS M. STEFANI, ASSISTANT INSPECTOR
GENERAL FOR AUDITING, OFFICE OF THE INSPECTOR
GENERAL, U.S. DEPARTMENT OF TRANSPORTATION

Ms. STEFANI. Good morning, Madam Chairman. Thank you for
the opportunity to discuss aviation security. The responsibility for
aviation security is shared by FAA, the air carriers, airports, and
the work force of screeners and other employees that have access
to the secured areas at the airport.

Today, I would like to discuss four areas that affect aviation se-
curity. The first area is the need to strengthen FAA background in-
vestigation requirements for airport employees that have access to
the secured areas. FAA has such requirements, but we have found
them to be ineffective.

For example, one of the triggers that would cause an FBI crimi-
nal check to be done is the existence of an unexplained employment
gap of 12 months or more. This rule was designed to identify indi-
viduals who were incarcerated for committing a serious crime.
However, the Department of Justice figures show that 61 percent
of all State and Federal felony convictions result in probation, or
an average jail sentence of 6 months.

Also, we found the list of crimes that disqualify an employee
from being issued airport ID allowing access to secure airport areas
is insufficient. For example, of the 53 employees arrested this past
summer for smuggling contraband at a major U.S. airport, 14 had
criminal records that were serious, but not disqualifying felonies,
including larceny, possession of drugs, and credit card fraud.

We support FAA’s initiatives to revise its background investiga-
tion requirements to include FBI criminal checks for all new em-
ployees who have access to secure areas. FAA should also expand
the list of disqualifying crimes and require recurrent criminal
checks for existing airport employees.

The second area I would like to address is controlling unauthor-
ized access to secure airport areas. Once hired, these employees
must be accountable for complying with airport security access con-
trol requirements. During late 1998 and early 1999, in 68 percent
of our tests at eight major airports we accessed secured areas with-
out being challenged. We would not have been as successful if em-
ployees had taken prescribed security steps, such as closing the
door behind them.

Since then FAA has undertaken a wide-ranging program of test-
ing that demonstrates access control can improve. In its most re-
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cent tests at 83 airports, FAA entered secure areas 31 percent of
the time without being challenged. But testing is not enough. FAA
needs to finalize regulations to make individuals directly account-
able for access control violations. In addition, airports and air car-
riers must provide better initial and recurrent security training,
and effectively use programs that reinforce security awareness.
Also, FAA must continue testing.

The third area deals with deploying and using technology to en-
hance screener performance. Since 1997, Congress has authorized
over $350 million for deployment of advanced security technologies,
and we commend FAA’s efforts for its progress in deploying bulk
explosive and trace detection machines to our airports.

No matter how effective these technologies are in detecting explo-
sives, they are ultimately dependent on the operator. Test results
show that new technologies can correctly identify a potential
threat, but a screener can make the wrong decision and clear the
passenger’s bag.

In 1996, the Gore Commission and Congress recognized the im-
portance of screeners to aviation security, and recommended re-
quiring screening companies to be certified. However, in 1998, FAA
withdrew an earlier proposed rule requiring certification because a
rilliable method of measuring screener performance was not avail-
able.

Since then, FAA has developed TIP, a computer program that in-
serts a fictitious threat image onto the screener’s monitor as if it
was in the bag. TIP results will be key to measuring screener per-
formance and certifying screener companies. In May 2001, FAA ex-
pects to issue this final rule requiring screening companies to be
certified.

TIP at this point has been installed on all the certified bulk de-
tection machines, or CTX’s, used to screen your checked bags, but
TIP is still being tested for the x-ray machines used to screen
carry-on bags and will not be at all airports before 2003.

Further, FAA needs to ensure that the CTX screeners maintain
proficiency through actual experience. Our recent work found that
these machines are still underused, with over half of the CTX’s still
screening fewer than 225 bags per day, compared to their certified
rate of 225 bags per hour. Underuse of these machines may cause
the screeners to become less proficient. In fact, FAA’s tests show
that operator performance continues to be the cause of test failures,
not the machine itself.

We had previously recommended in 1998, and FAA agreed, to
conduct a study to determine the minimum daily processing rates
needed to ensure these operators’ proficiency, and to use these re-
sults to establish minimum daily rates. To date, no study has been
conducted.

Finally, my last point is the need to have an integrated strategic
plan for security. To meet current and future threats to aviation se-
curity, FAA must have an integrated strategic plan to guide its ef-
forts. Although we recommended such a plan in 1998, little
progress has been made. FAA is about half-way through this bil-
lion-dollar effort and expects to expend an additional $600 million
on aviation security through 2004, but it continues to focus on ac-
quisition and deployment, rather than integrating all the various
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assets into a comprehensive system of systems that, working to-
gether, produces the best possible level of security.

This concludes my statement.

[The prepared statement of Ms. Stefani follows:]

PREPARED STATEMENT OF ALEXIS M. STEFANI, ASSISTANT INSPECTOR GENERAL
FOR AUDITING, OFFICE OF THE INSPECTOR GENERAL, U.S. DEPARTMENT OF
TRANSPORTATION

Senator Hutchison and Members of the Subcommittee:

We appreciate the opportunity to discuss aviation security. One of the Department
of Transportation’s (DOT) five strategic goals is National Security. Likewise, FAA
has as a strategic goal the prevention of security incidents in the aviation system.
Security of the Nation’s aviation, surface, and marine transportation systems is one
of the 12 management issues we have identified for DOT this year.

Aviation security is a layered system of systems that is dependent on the coordi-
nation of airport and air carrier security operations and the integration of people
and technology. Perhaps the most important factor in an effective security program
is a well-trained and trusted workforce of screeners, baggage handlers, and other
employees that process passengers or have access to secure areas of the airport.
Aviation security relies heavily on each employee in the aviation system doing his
or her part.

The 1996 and 1997 Reports by the White House Commission on Aviation Safety
and Security (known as the Gore Commission) made 31 recommendations regarding
aviation security. The recommendations included: (1) requiring Federal Bureau of
Investigation (FBI) criminal checks for all airport and air carrier employees with ac-
cess to secure areas, no later than mid-1999; (2) developing comprehensive and ef-
fective means to control unauthorized access to secure airport areas and aircraft; (3)
certifying screening companies and improving screener performance; and (4) deploy-
ing new explosives detection equipment. Today we would like to discuss four related
areas:

o strengthening background investigation requirements for granting access to se-
cure areas of the airport;

e controlling unauthorized access to secure airport areas and holding employees
accountable for access control requirements;

. imglementing and deploying technology that enhances screener performance;
an

e establishing a strategic plan that integrates employees and technology into a
comprehensive, seamless security program.

Strengthening Background Investigation Requirements. Actions are needed to im-
prove the process used to ensure that employees with access to secure areas of an
airport are trustworthy. Our recent review of industry’s compliance with FAA’s
background investigation requirements at six U.S. airports found that the require-
ments were ineffective. For example, FBI criminal checks! are currently only re-
quired in certain cases, such as when there is an unexplained gap of employment
of 12 months or more. However, according to the U.S. Department of Justice, 43 per-
cent of violent felony convictions resulted in probation or an average jail time of just
7 months. In addition, the list of 25 crimes that disqualified an employee from being
granted unescorted access to secure areas is insufficient and does not include seri-
o;lf1 crimes such as assault with a deadly weapon, burglary, larceny, and possession
of drugs.

When the current requirements were proposed in 1992 and at the time the Gore
Commission made its recommendation to require criminal checks for all employees,
processing fingerprints and performing the criminal check took up to 90 days.
Today, technology allows this process to be completed in only a few days, and air-
port operators and FAA both agree the requirements need to be revised.

Although the background investigation requirements need to be revised, it is im-
portant that airport operators, air carriers and airport users?2 comply with existing
background investigation requirements as well as requirements to account for air-

1An FBI criminal check involves a comparison of the individual’s fingerprints to the FBI’s
database of individuals convicted of crimes in the United States. The FBI returns a complete
criminal history if there is a fingerprint match.

2 Airport users include foreign air carriers, non-air-carrier airport tenants, and companies that
do not have offices at the airport, but require access to the secure airport areas.
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port identification (ID). Our recent audit found that for 35 percent of the employee
files reviewed, there was no evidence that a 5-year history verification was con-
ducted, the verification was incomplete, or no file was available for review. In addi-
tion, 9 percent of the active airport IDs we reviewed were issued to employees who
no longer needed access to secure areas, including some employees who had been
terminated.

Controlling Unauthorized Access. Airport access control has been, and continues to
be, an area of great concern due to increased threat to U.S. airport facilities and
aircraft. Once employees are granted access to secure areas, they must be held ac-
countable for compliance with airport access control requirements.

During late 1998 and early 1999, we tested access controls at eight major U.S.
airports. We reported that FAA, airport operators and air carriers had not controlled
unauthorized access to secure airport areas and aircraft, as recommended by the
Gore Commission. We successfully accessed secure areas?3 in 68 percent of our tests.
Once we entered secure areas, we boarded aircraft 117 times. The majority of our
aircraft boardings would not have occurred if employees had taken the prescribed
steps, such as making sure doors closed behind them.

Recent FAA results demonstrate that compliance can improve with continuous
oversight, but testing is not the only answer. During testing in December 1999 and
January 2000 at 10 airports, FAA accessed secure areas 40 percent of the time with-
out being challenged by employees. In February and March 2000, FAA expanded its
testing to 83 airports and was able to access secure areas 31 percent of the time
without being challenged by airport personnel. When noncompliance was found, ac-
tions were taken to correct the problem, such as posting security guards on doors
to ensure only authorized employees accessed the secure area.

In June 2000, FAA plans to issue regulations making individuals directly account-
able to FAA for noncompliance with access control requirements. This will permit
FAA to take enforcement action against the employee instead of the air carrier or
airport when an employee does not follow access control requirements.

Implementing and Deploying Technology. The Gore Commission recommended that
the Government purchase and widely deploy significant numbers of innovative ex-
plosives detection systems to detect explosives in cargo, checked baggage, carry-on
bags, and on passengers. In response, Congress has authorized more than $350 mil-
lion since Fiscal Year (FY) 1997 for the deployment of advanced security tech-
nologies. Since then, FAA has deployed FAA-certified 4 and non-certified bulk explo-
sives detection machines, explosives trace detection devices, Computer-Based Train-
ing platforms, and Computer-Assisted Passenger Prescreening Systems. FAA plans
to continue deploying many of these same technologies in the future, as well as new
screening checkpoint x-ray machines. Although advanced security technologies are
effective in detecting explosives, each one is ultimately dependent on the human op-
erator.

FAA believes—and we agree—that operators of advanced security equipment are
critical in improving security. FAA test results indicate that new technologies to de-
tect explosives in passenger baggage can correctly identify a potential threat but a
screener can make a wrong decision and “clear” the bag. Therefore, screeners who
operate security equipment must be carefully selected, monitored, and trained.

In response to the Gore Commission’s recommendation to certify screening compa-
nies and improve screener performance, FAA expects to issue a final rule, in May
2001, establishing training requirements for screeners and requiring screening com-
panies to be certified. To achieve this, FAA needs to have a means to measure
screener performance, and methods of providing initial and recurrent screener
training.

FAA will rely on Threat Image Projection (TIP) to measure the performance of
individual screeners and certify screening companies. TIP, a computer software pro-
gram, projects fictitious images on to bags or an entire fictitious bag containing a
threat onto the screener’s monitor. TIP is intended to keep equipment operators
alert, provide real world conditions, and measure performance in identifying the
threat items. TIP has been installed on all CTX? machines used to screen checked

3 OIG uses the term secure area to define the area of an airport where each person is required
to display airport-approved identification.

'AA’s standards for certifying explosives detection systems for screening checked baggage
are classified. The certification standard sets criteria for detection, false alarm, and baggage
processing rates.

5The InVision Technologies CTX 5500 machines are the only FAA-certified bulk explosives de-
tection devices currently deployed at U.S. airports.
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baggage. FAA is currently testing TIP equipped x-ray machines used to screen
carry-on items. FAA plans to purchase more than 1,200 new TIP equipped x-ray ma-
chines for screening checkpoints by the end of FY 2003.

FAA will also rely on Computer-Based Training (CBT), an intensive course of self-
paced, realistic learning using computer workstations. It is used to select, train,
evaluate, and monitor the performance of employees who operate x-ray machines at
passenger screening checkpoints. Although FAA began deploying CBT in April 1997,
in March 1999 only 38 CBT platforms® were installed at 37 airports, and there has
not been any increase during the last year in the number of deployed CBT plat-
forms. To complete deployment to all 79 large airports, an additional 42 platforms
need to be installed. Furthermore, some CBT platforms are being used infrequently.

Explosives detection equipment such as the CTX machine was developed to assist
screeners in identifying threat items in passenger baggage. However, CTX machines
are still underused, and screeners’ performance needs improvement. Our recent
audit work found that over 50 percent of the deployed CTX machines still screen
fewer than 225 bags per day, on average, compared to a certified rate of 225 bags
per hour.

FAA needs to ensure that the screeners maintain their proficiency through actual
experience with the machines in the airport environment. According to a recent re-
port by the National Research Council, “Underutilization poses a potential problem
for the maintenance of operator skills, particularly the skills required for resolving
alarms, because underpracticed skills often deteriorate.” Recent testing by FAA
showed a significant number of failures by CTX operators. FAA concluded that a
major factor in the test failures appeared to be the performance of CTX operators,
and not the CTX machine itself. In response to our 1998 report on the deployment
of explosives detection equipment, FAA agreed to conduct a study to determine
the minimum CTX daily processing rates needed to ensure operator proficiency, and
use the results to establish minimum daily use rates. To date, no study has been
conducted.

Establishing a Strategic Plan. FAA has made significant progress in deploying exist-
ing advanced security technologies, as recommended by the Gore Commission. How-
ever, the Commission also stressed that aviation security should be a system of sys-
tems, layered, integrated, and working together to produce the highest possible lev-
els of protection. To that end, the Commission emphasized that each of its rec-
ommendations should be viewed as a part of a whole and not in isolation.

To meet current and future threats to aviation security, FAA needs an integrated
strategic plan to guide its efforts and prioritize funding needs. From FYs 1997
through 2000, Congress has authorized $200 million in Research, Engineering, and
Development funds, and over $350 million in Facilities and Equipment funds for
various security efforts. FAA is approximately at the halfway point in the effort
started by the Gore Commission. FAA expects to spend an additional $600 million
on aviation security through FY 2004.

Concentration on deployment (what to buy, when to buy it, and where to put it)
is not the complete solution. This plan should include a balanced approach covering
basic research, equipment deployment and use, certification and operator testing
processes, data collection and analysis on actual equipment and operator perform-
ance, and regulation and enforcement. Although we recommended such a plan in
1998, FAA has made little progress in developing this strategic plan.

Background

The responsibility for aviation security is shared by FAA, the airlines, airports,
and employees. FAA sets guidelines, establishes policies and procedures, and makes
judgments on how to meet threats to aviation based on information from the intel-
ligence community. FAA then tests the aviation industry to ensure they are com-
plying with the many security requirements. FAA also sponsors the development,
purchase, and deployment of new security technology, such as explosives detection
equipment, for industry use. Airports are responsible for the security of the airport
environment. Airlines are responsible for screening baggage, passengers, and cargo.
Until recently, airlines and airports were responsible for purchasing security equip-
ment and systems.

The July 1996 crash of TWA Flight 800 was the catalyst for important advances
in aviation security. Although the FBI and the National Transportation Safety
Board have ruled out terrorist activity as a potential cause of the crash, the crash
prompted the August 1996 creation of the Gore Commission. Its September 1996

6 A CBT platform consists of a network server with installed software, and networked com-
puter terminals (workstations).
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and February 1997 reports addressed safety, security, and air traffic control mod-
ernization. The Gore Commission made 31 recommendations regarding aviation se-
curity, including recommendations that FAA: (1) require FBI criminal checks for all
airport and air carrier employees with access to secure areas, no later than mid-
1999; (2) develop comprehensive and effective means to control unauthorized access
to aircraft and secure airport areas; (3) certify screening companies and improve
screener performance; and (4) deploy new explosives detection equipment.

Since 1997, Congress has provided over $350 million for deployment of advanced
security technology, and $200 million in aviation security Research, Engineering
and Development funds including about $21 million for human factors research. As
of February 11, 2000, FAA has installed new security technologies, including 92
FAA-certified explosives detection machines at 35 airports, and 553 explosives trace
detection devices at 84 airports. For FY 2001, FAA has requested $98 million to con-
tinue the deployment and $49 million for aviation security research, engineering,
and development.

Background Investigations

Effective security requires that only trusted individuals are authorized access to
secure areas. To accomplish this, FAA requires airport operators, air carriers and
airport users to conduct employee background investigations before issuing airport
ID that allows access to secure airport areas.

FAA’s background investigation procedures include: obtaining a 10-year employ-
ment history from those applying for access; verifying the most recent 5 years of
that history; and performing an FBI criminal check when specific conditions are
identified, such as a 12-month unexplained gap in employment. Individuals con-
victed within the past 10 years of any of 25 enumerated crimes are denied an air-
port ID.

However, our recent review at six U.S. airports found that FAA’s background in-
vestigation requirements were ineffective. Specifically:

e FBI criminal checks are only required for employees applying for airport ID
when one of four conditions triggers the checks. For example, one of the trig-
gers, a 12-month unexplained gap in employment, was designed to identify indi-
viduals who were incarcerated for committing a serious crime. However, accord-
ing to the U.S. Department of Justice, 61 percent of all state and Federal felony
convictions resulted in probation or an average jail sentence of 6 months. Even
for violent felonies, 43 percent of convictions resulted in probation or an average
jail time of just 7 months.

The list of 25 crimes that disqualified an employee from being issued airport
ID was insufficient and did not include serious crimes such as assault with a
deadly weapon, burglary, larceny, and possession of drugs. Our analysis of 53
employees issued airport ID and arrested in a recent Department of Justice in-
vestigation for smuggling contraband into and out of a major U.S. airport
showed that individuals convicted of the 25 disqualifying crimes are not the
only employees who presented a security risk. Of the 15 (28 percent) arrested
employees with FBI criminal records, just one had a criminal record for a dis-
qualifying crime (committed after being issued airport ID). The other 14 em-
ployees had FBI criminal records for non-disqualifying felonies, such as larceny,
})attgry, possession of a stolen vehicle, possession of drugs, and credit card
raud.

FAA should revise its background investigation requirements to include initial
and recurring criminal checks for all employees issued airport ID to allow access
to secure airport areas. In February 1992, FAA proposed requiring a criminal check
for all individuals with unescorted access privileges. However, industry opposed the
proposal based on its cost and the impracticality of escorting employees while wait-
ing for results of a criminal check. In 1992 and at the time the Gore Commission
made its recommendation to require criminal checks for all employees, performing
a criminal check took up to 90 days. Today, technology allows this process to be
completed in only a few days, making the criminal check on all employees much
more practical.

Airport operators have supported requiring criminal checks for all employees with
access to secure airport areas, and expanding the list of disqualifying crimes. As a
result of quicker processing time, FAA plans to initiate new rulemaking requiring
criminal checks for all employees. We support this initiative and recommend that
new rules include initial and randomly recurring criminal checks for all employees
with access to secure areas.
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Compliance with Existing Requirements. Although background investigation require-
ments need to be revised, it is important that airport operators, air carriers and air-
port users comply with current requirements. Our recent work at six airports found
that these requirements were not being met. For 35 percent of the employee files
reviewed, there was no evidence that a complete background investigation was per-
formed. Despite this failure to comply with security requirements, the employees
were issued airport ID and granted access to secure airport areas.

Also, 15 percent of the employee files reviewed showed an unexplained gap of em-
ployment of 12 months or more, but the required FBI criminal check was not per-
formed. Further, 9 percent of the background verifications we reviewed used an un-
acceptable method, such as verifying an employee’s background with a personal ref-
erence or family member. The chart below summarizes the specific noncompliance
with background investigation requirements for the six airports reviewed.

B No Evidence of Complete 5-Year Verification
[ Unexplained 12-Month Gap and No FBI Criminal Check
58 M Unacceptable Verification

Airport 1 Airport2 Airport3 Airport4 Airport§ Airport 6

Percent of Files Reviewed at the Airport

The most serious noncompliance was at Airports 1 and 2, which permitted airport
users to self-certify that background investigations were performed but had not es-
tablished controls to ensure the investigations were properly completed. For exam-
ple, 58 percent of the employee files reviewed at Airport 1 did not have evidence
that a complete verification was conducted of the 5-year history. In contrast, Airport
6, with the lowest rate of noncompliance, did not permit airport users to self-certify
that background investigations were performed.

We have also had investigative cases involving airport IDs. In December, a Flor-
ida firm pleaded guilty to making false statements to FAA. The firm falsely certified
on at least 70 occasions that background checks had been made on employees seek-
ing access to secure areas at an airport.

FAA needs to take effective action to ensure compliance with current background
investigation requirements. FAA performs annual airport and air carrier assess-
ments of compliance with security requirements and national assessments that
focus on areas that require special emphasis. However, we found the assessments
were limited in scope with regard to reviewing background investigation require-
ments. To illustrate, during an annual compliance review, FAA agents independ-
ently reviewed records for only airport operator employees and excluded airport user
employees, where we found the majority of deficiencies. Also, FAA’s national assess-
ments of compliance mainly focused on airport users at 20 major U.S. airports.

Airport ID Controls. All six airport operators we reviewed did not properly account
for airport ID or immediately deny access to secure areas when an employee’s au-
thorization changed. One of the primary requirements of an airport’s access control
system is the ability to immediately deny access to individuals whose authority
changes, such as someone who has resigned. At the six airports reviewed, 9 percent
(234 of 2,586 reviewed) of the IDs issued to employees for access to secure airport
areas remained active even though the employees no longer needed the access.

Air carriers and airport users were not notifying the airport immediately when
an employee no longer needed access. Although in some instances the employers had
the active IDs in their possession, other active IDs were kept by employees who had
resigned or had been terminated. For example, a regional air carrier could not ac-
count for 22 (18 percent) of 119 active airport IDs. Five of the IDs belonged to em-
ployees terminated prior to 1998.

We will be issuing a report to FAA on our work on airport ID controls. We will
be recommending FAA revise its background investigation requirements, and work
with airport operators and air carriers to improve compliance with requirements for
issuing and accounting for airport ID.
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Access Control

Once employees are granted access to secure areas, they must be held accountable
for compliance with airport access control requirements. Our December 1998
through April 1999 testing of airport access controls at eight major U.S. airports
demonstrated that FAA, airport operators, and air carriers had not controlled unau-
thorized access to secure airport areas and aircraft. We penetrated secure areas on
117 (68 percent) of 173 attempts. Once we penetrated secure areas, we boarded air-
craft operated by 35 different air carriers 1177 times. Passengers were onboard 18
of the aircraft we boarded. In 12 instances, we were seated and ready for departure
at the time we concluded our tests.

In these tests, the human element continued to be the primary access control
weakness. The majority of our penetrations into secure areas that resulted in testers
boarding aircraft would not have occurred if employees had (1) ensured the door
closed behind them after entering the secure area; (2) challenged us for following
them into secure areas; or (3) taken other steps required to restrict entry into secure
areas, such as controlling pedestrian access through cargo facilities and vehicle
gates.

After our testing, FAA conducted approximately 3,000 tests at 79 airports in the
spring of 1999. FAA reported that its test results were “strikingly” different from
our results and that compliance with access control requirements had dramatically
improved. We have completed a review of FAA’s test data and found the results
were very similar to those we reported with regard to penetrating secure areas. Spe-
cifically, FAA penetrated secure areas 56 percent of the times tested versus our rate
of 68 percent.

FAA reported improvement because 96 percent of its tests did not result in testers
boarding aircraft for 3 minutes or more without being challenged. However, our
testers were not required to remain onboard aircraft for a specified period of time,
and some tests, such as driving through vehicle gates, could not result in boarding
aircraft. Therefore, it is not accurate to compare FAA’s test results to our results
in terms of aircraft boardings.

In December 1999 and January 2000, FAA agents performed follow-up testing at
10 airports. They gained access to secure areas 40 percent of the times attempted
without being challenged by employees, and they boarded 13 aircraft. In February
and March 2000, FAA expanded its testing to 83 airports, resulting in FAA agents
penetrating secure areas 31 percent of the times attempted with 82 aircraft boarded.

FAA’s test results demonstrate that widespread, comprehensive testing can result
in improved compliance. Also, when FAA ensures that corrective actions are taken,
access control violations are reduced. For example, for one airport we reviewed in
1999, FAA’s recent testing showed that the employees continued to allow unauthor-
ized access. FAA demanded that corrective action be taken. As a result, security
gu?lrdds were posted at doors entering secure areas and access was effectively con-
trolled.

Testing alone will not be enough to motivate employees to accept and consistently
meet their responsibilities for airport security. In June 2000, FAA plans to issue
regulations making individuals directly accountable to FAA for noncompliance with
access control requirements. This would permit FAA to take enforcement actions
against employees. FAA also plans to issue regulations requiring airport operators
to have a security compliance program, which fosters and rewards compliance and
describes the disciplinary actions and penalties to be assessed when employees do
not comply with security requirements. Further, airports and air carriers need to
provide comprehensive and recurrent training that teaches employees their role in
airport security.

Implementing and Deploying Technology

The Gore Commission recognized that it is critical that those charged with pro-
viding security for over 500 million passengers a year in the United States are the
best qualified and trained in the industry. The Commission further recognized that
better selection, training, and testing of the people who work at airport x-ray ma-
chines would result in a significant boost in security. Therefore, in September 1996,
it recommended that FAA certify screening companies and improve screener per-
formance. In October 1996, the President signed the Federal Aviation Reauthoriza-
tion Act of 1996 (Public Law 104-264), which requires FAA to certify companies pro-
viding security screening, and to improve the training and testing of security screen-
ers through development of uniform performance standards.

71t is a coincidence that the number of penetrations into secure areas and aircraft boardings
both equal 117. Not all penetrations resulted in boarding aircraft, and some penetrations re-
sulted in multiple aircraft boardings.
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In February 1997, the Gore Commission recommended that FAA work with the
private sector and other Federal agencies to promote the professionalism of security
personnel through a program that would include performance standards that reflect
kf)est practices, and adequate, common, and recurrent training that considers human

actors.

TIP Must Be Properly Deployed Before Screening Companies Can Be Certified. In re-
sponse to the Gore Commission recommendation and the direction contained in Pub-
lic Law 104-264, FAA published an advance notice of proposed rulemaking on the
certification of screening companies in March 1997, but withdrew it in May 1998
because there was no reliable and consistent way to measure screeners’ performance
at the time. In January 2000, FAA again published a notice of proposed rulemaking
that would require screening companies to be certified by FAA. The comment period
for this proposed rule ends on May 4, 2000.

TIP is the system that FAA will rely on to provide uniform data regarding screen-
er performance, and thus use to evaluate and certify screening companies under the
proposed rule. TIP uses two different methods of projection. One method, used with
screening checkpoint x-ray machines, superimposes the image of a threat item onto
the x-ray image of the actual passenger bag being screened. The other method, used
with CTX machines, projects a prefabricated image of an entire threat bag onto the
screener’s monitor.

FAA has only recently established procedures and controls for implementing and
using the TIP program that has been installed on deployed CTX 5500 machines for
almost a year. In response to our October 1999 audit report,® FAA issued new guid-
ance to air carriers in November 1999 that standardizes frequency of threat image
presentation, provides better control over passwords, and requires that TIP be acti-
vated for each screening session. This should result in more consistent data on CTX
screener performance.

The TIP program is not as fully developed for use on screening checkpoint x-ray
machines, which are used to screen carry-on items. FAA is currently evaluating the
TIP program for checkpoint x-ray machines in an operational airport environment.
When this evaluation is complete, FAA intends to purchase and deploy 390 TIP-con-
figured x-ray machines in FY 2000 for $24 million. FAA must complete a successful
field evaluation and ensure that management controls are in place before beginning
the planned large-scale acquisition and deployment of this technology. The evalua-
tion is expected to be complete by mid-April 2000. FAA plans to purchase a total
of more than 1,200 TIP-equipped x-ray machines by the end of FY 2003.

FAA Has Been Slow in Deploying Systems Needed to Train Screening Company Em-
ployees. CBT, a system that provides initial and recurrent training to screeners, is
one of the technologies FAA is developing and deploying to improve screener per-
formance. CBT offers an intensive course of realistic learning using computer
workstations. It is used to select, train, evaluate, and monitor the performance of
employees who operate screening checkpoint x-ray machines to screen carry-on
items. The potential benefits of CBT are self-paced learning, enhanced opportunities
for realistic practice, combined training and performance testing, and instruction
that is uniform across the country.

Despite the potential benefits of CBT, its deployment and implementation has
been slow. Deployment of CBT platforms to the 19 Category X? airports began in
April 1997 and was completed in March 1999. By October 1998, CBT platforms had
been deployed to 18 Category 110 airports.

In March 1999, FAA reported that 42 additional platforms would be required to
complete deployment to the remaining 60 Category I airports. Now, a year later,
there has been no change in the number of CBT platforms or the airports to which
they had been deployed from what was reported last March.

In addition, some air carrier representatives told us that they were not using
CBT. At five airports, they told us they are not using CBT primarily because of an
inadequate number of available workstations installed at their airports and the in-
convenient location of the installed workstations. For example, at Ronald Reagan
Washington National Airport, the CBT workstations are located away from the new
main terminal building in a maintenance hangar. However, at Honolulu Inter-

8 Follow-up Audit of Deployment of Explosives Detection Equipment, Federal Aviation Adminis-
tration (Report No AV-2000-002, October 21, 1999).

9 Category X airports represent the nation’s largest and busiest airports as measured by
the volume of passenger traffic and are potentially attractive targets for criminal and terrorist
activity.

10 Category I airports are somewhat smaller than Category X airports, and have an annual
volume of at least 2 million passengers.
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national Airport, the screening company that provides all security screening services
at the main terminal was very pleased with both the location of the CBT
workstations and the quality and effectiveness of the CBT software, and the com-
pany used CBT frequently.

CBT has demonstrated that it can be a valuable and effective component in a sys-
tem of systems intended to enhance aviation security. FAA needs to accelerate the
deployment of this valuable training and evaluation technology.

Explosives Detection Machines Used to Screen Checked Baggage Are Still Underused,
and Screeners’ Performance Needs Improvement. The Gore Commission rec-
ommended that the Government purchase and widely deploy significant numbers of
innovative systems to detect explosives in cargo, checked baggage, carry-on bags,
and on passengers. In response, Congress has authorized more than $350 million
since 1997 for the deployment of advanced security technologies. As the program to
deploy bulk explosives detection equipment matures, and the record of operational
experience with deployed machines lengthens, we expected to see an increase in uti-
lization rates over what FAA was reporting a year ago. Certainly, there has been
a steady increase in the total number of bags screened across the system, as more
CTX machines are deployed. On the other hand, comparison of quarterly perform-
ance statistics compiled on a per machine basis in 1998 and 1999 shows no signifi-
cant increase in CTX average usage rates, as shown below.
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We compared the average number of bags screened daily by each CTX in 1998
and 1999, as reported quarterly by FAA, and found that there had been an average
increase of only 20 bags per day per machine. We also found that the majority of
deployed and operational machines still do not screen as many bags in a full day
of operation as the machine is certified to screen in an hour. As shown in the table
below, more than 50 percent of the deployed machines still screen less than 225
bags per day, on average, compared to a certified rate of 225 bags per hour.

CY 1998 CY 1999

1st Qtr | 2nd Qtr | 3rd Qtr | 4th Qtr | 1st Qtr | 2nd Qtr | 3rd Qtr | 4th Qtr

Total machines in use 12 18 24 34 43 59 64 75

Machines averaging 10 11 16 23 27 38 37 44
fewer than 225
bags per day

Percent of machines 83.3% | 61.1% | 66.7% | 67.6% | 62.8% | 64.4% | 57.8% | 58.7%
underused

FAA does not require air carriers to screen more than the number of bags checked
by “selectees.” Selectees include (1) passengers selected by Computer-Assisted Pas-
senger Prescreening Systems (CAPPS);!1 (2) passengers who cannot produce an ap-

11 CAPPS is an automated passenger profiling system that uses information in airline reserva-
tion systems to separate passengers into a very large majority who present no security risk, and
a small minority (known as selectees) who merit additional attention, such as having their
checked baggage screened using explosives detection equipment.
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proved form of identification; and (3) passengers unable to correctly answer the se-
curity questions required by the Air Carrier Standard Security Program.12 Before
full implementation of CAPPS, FAA expected a greater number of selectees than are
currently being identified. These expensive machines have the demonstrated capa-
bility to screen more bags now than the air carriers are screening. Unless the num-
ber of CAPPS selectees is increased, or the air carriers agree to screen more than
the minimum required number of bags, CTX machines will continue to be
underused, which in turn could negatively affect the proficiency of screeners.

According to a recent report by the National Research Council,'3 “Underutiliza-
tion poses a potential problem for the maintenance of operator skills, particularly
the skills required for resolving false alarms, because underpracticed skills often de-
teriorate. At some [CTX] locations, the throughput rate has been so low that opera-
tors could even lose their skills for operating the equipment.”

This underutilization could result in screeners being less proficient when the
equipment is being used. Our 1999 audit on security of checked baggage!* dem-
onstrated that CTX screening personnel were not competent at operating the equip-
ment. We found that when CTX 5500’s warned of a threat, the equipment operator
did not look for or identify the threat object in a significant number of cases. During
more recent testing by FAA, operators continued to fail a significant number of
tests. The failures primarily occurred because operators cleared the test bag without
a search, even though the machine had alarmed. FAA concluded that one of the
major factors in the test failures appeared to be the performance of CTX operators,
and not the performance of the machine itself.

In response to our October 1998 report on the deployment of explosives detection
equipment, FAA agreed to conduct a study to determine the minimum CTX daily
processing rates needed to ensure operator proficiency, and use the results to estab-
lish minimum daily utilization rates for machine operators. FAA expected to conduct
this study and report the results by the end of FY 1999. To date, this study has
not been conducted.

Strategic Plan

FAA has made significant progress in deploying existing advanced security tech-
nologies, including 92 FAA-certified CTX 5500 machines equipped with TIP at 35
airports, 553 explosives trace detection devices at 84 airports, 18 advanced tech-
nology bulk explosives detection x-ray machines at 8 airports, and 38 CBT platforms
at 37 airports. FAA will continue the acquisition and deployment of CTX 5500s, ex-
plosives trace detection devices, and CBT platforms. In addition, FAA will begin to
deploy several other recently-certified bulk explosives detection technologies, includ-
ing one with a slower throughput intended for small airports and low-traffic stations
within larger airports; TIP-ready x-ray machines for screening checkpoints; and
Threat Containment Units.15

FAA has also conducted or sponsored aviation security research, engineering, and
development on bulk explosives detection equipment, explosives trace detection
equipment, integration of airport security technology, aviation security human fac-
tors, and aircraft hardening.

Impressive as the deployment of technologies is, FAA has continued to focus on
the acquisition and deployment process, rather than on the necessary transition to
integrating all the various assets into a comprehensive, seamless security program.
The Gore Commission stressed that aviation security should be a system of systems,
layered, integrated and working together to produce the highest possible levels of
protection. To that end, the Gore Commission emphasized that each of its rec-
ommendations should be viewed as a part of a whole and not in isolation.

In 1998 we recommended that, to meet current and future threats to aviation se-
curity, FAA develop an integrated strategic plan to guide its efforts and prioritize
funding needs. Concentration on deployment (what to buy, when to buy it, and
where to put it) is not the complete solution. This plan should include a balanced
approach covering basic research, equipment deployment and use, certification and
operations testing processes, data collection and analysis on actual equipment and
operator performance, and regulation and enforcement. FAA should work with the

12The Air Carrier Standard Security Program, required by Title 14, Code of Federal Regula-
tions, Part 108, describes the security procedures the air carrier agrees to follow.

13 Assessment of Technologies Deployed to Improve Aviation Security, First Report, National
Research Council, issued in 1999.

14 Security of Checked Baggage on Flights Within the United States, Federal Aviation Adminis-
tration (Report No. AV-1999-113, July 16, 1999).

15Threat Containment Units are mobile containers that provide a safe and isolated environ-
ment to resolve threat items discovered at airports.
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aviation industry (air carriers, shippers, and airport operators) in developing this
integrated security plan.

The strategic plan that we recommended has not yet been developed. In our opin-
ion, this must be done to guide the $600 million in Facilities and Equipment fund-
ing and Research, Engineering, and Development funding for aviation security ex-
pected in FYs 2001 through 2004.

Senator Hutchison, this concludes my statement. I would be happy to answer any
questions you might have.

Senator HUTCHISON. Thank you very much.
Mr. Richard Doubrava, Managing Director of Security, Air
Transport Association.

STATEMENT OF RICHARD J. DOUBRAVA, MANAGING
DIRECTOR OF SECURITY, AIR TRANSPORT ASSOCIATION

Mr. DouBRAVA. Thank you, Madam Chairman. Excuse my
hoarseness this morning.

I would like to thank you and the other members of the Sub-
committee for the opportunity to participate in this important over-
sight hearing today. The safety and security of our passengers is
our industry’s number one priority.

We believe that the partnership in Government and industry
over the past 4 years has resulted in a more secure environment
for the traveling public, but we still confront considerable chal-
lenges. In 1996, ATA’s CEO, Carol Hallett, presented a far-reach-
ing security plan, committing our members to a number of impor-
tant goals, including wide-scale deployment of detection technology,
implementation of automated passenger profiling, and establish-
ment of security screening certification requirements.

The industry has strongly supported efforts throughout the legis-
lative and regulatory process necessary to achieve these goals. All
of these efforts were guided by the commitment of both the indus-
try and the Government to improve the checkpoint performance of
screener efficiency and in an ever-changing security environment.
During the same time, security threats have grown dramatically,
and additional security measures have been required to be con-
ducted due to valid domestic and international security concerns.

The weapons of threat have been more sophisticated and more
difficult to detect, and the challenges at the checkpoint have great-
ly multiplied. Clearly, once the pending regulation is final, there
will be a major sea change in the screening checkpoint environ-
ment. The FAA screener certification process will make security
screening companies a full partner in this checkpoint process.

We believe that the continued development and deployment of
enhanced checkpoint security training technology, known as TRX,
will further contribute to this improvement, and we were pleased
when the FAA agreed to support the industry recommendation to
implement a multiyear plan to replace current checkpoint x-ray
technology with new state-of-the-art detection, which includes
threat image projection, and operators’ assist functions.

A number of security equipment vendors are participating in the
FAA selection process, and they have worked closely with the FAA
and the industry in developing technology that improves detection
and also addresses the carriers’ reliability and customer service
needs.



34

The industry continues to be keenly interested in further explor-
ing the human factors and associated responses at play in the
checkpoint operation. This includes the vital role of motivated em-
ployees in the stressful environment of an airport checkpoint oper-
ation, and we look forward to obtaining reporting data and trend
information from current FAA studies underway at a number of
checkpoint screening locations to attempt to determine the relation-
ship between screener ability, performance, compensation, and
workplace environment.

Based on the current level of threat in the United States and the
high volume of domestic passenger traffic, computer-assisted
profiling, known as CAPPS, has offered an efficient, noninvasive
security procedure meeting the needs of the FAA security program
while lessening the intrusiveness on the traveling public and our
passengers.

We urge expansion of this program for use by U.S. air carriers
in their international operations, and commend the FAA for its on-
going efforts with the industry to test and further develop I-CAPS
at several foreign locations.

The area of greatest challenge for us, however, is the ongoing ef-
fort to deploy explosive detection systems and other new security
technologies associated with screening baggage. Clearly, the scope
and complexity of such a massive deployment is prone to a variety
of issues which complicate the process. The installation of this
equipment into very different airline check-in and baggage makeup
areas, as well as the huge diversity between airline operations and
individual airport locations, has compounded these complexities.

It is vital to the overall success of these ongoing efforts that the
following occur. We must have a full commitment by the Congress
and the FAA to continue support and multiyear funding for pro-
grams which are in reality an extension of our national security.
The FAA must aggressively seek, foster, and fund research and de-
velopment for new and competing technologies. Streamlined certifi-
cation methods should be adopted to encourage more efficient, fast-
er, and more cost-effective baggage-screening technology, and the
industry must continue to partner with the FAA in an open and
constructive manner to jointly develop a strategic approach to these
issues which will ensure overall success.

Senator Hutchison, we appreciate the leadership you have exhib-
ited over the past years and look forward to working with you and
the Committee on these other issues, and I would be pleased to re-
spond to any questions you might have.

[The prepared statement of Mr. Doubrava follows:]

PREPARED STATEMENT OF RICHARD J. DOUBRAVA, MANAGING DIRECTOR OF SECURITY,
AIR TRANSPORT ASSOCIATION

Madam Chairman and Members of the Subcommittee, I am Richard J. Doubrava,
Managing Director of Security for the Air Transport Association of America. ATA
represents the major commercial passenger and cargo air carriers in the United
States. On behalf of our twenty-eight member airlines,! I would like to thank you

1ATA’s members are Airborne Express, Alaska Airlines, Aloha Airlines, America West Air-
lines, American Airlines, American Trans Air, Atlas Air, Continental Airlines, Delta Air Lines,
DHL Airways, Emery Worldwide, Evergreen International, Federal Express, Hawaiian Airlines,
Midwest Express, Northwest Airlines, Polar Air Cargo, Reeve Aleutian Airlines, Southwest Air-
lines, Trans World Airlines, United Airlines, United Parcel Service, and US Airways. ATA’s as-
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and the other members of the subcommittee for the opportunity to participate in
this oversight hearing.

The safety and security of our passengers is our industry’s number one priority.
Substantial progress has been made since the 1996 report by the Presidential Com-
mission on Aviation Safety and Security and enactment by Congress of legislation
which set out the priorities for a joint industry and government partnership to im-
prove the aviation security baseline. We believe that this partnership over the past
four years has resulted in a more secure environment for the traveling public, but
we still confront significant challenges.

As we look back on these recommendations and legislative initiatives it is useful
to measure the progress which we have made. As part of the industry’s commitment
to these efforts in 1996, ATA’s CEO Carol Hallett presented a far reaching security
plan committing our members to a number of important goals including wide-scale
deployment of detection technology; implementation of automated passenger
profiling; and establishment of security screening contractor certification require-
ments.

The industry has strongly supported these efforts throughout the legislative and
regulatory process necessary to achieve these goals.

The subject of today’s hearing by the Aviation Subcommittee is most timely given
the evolution occurring in the airport environment of the security checkpoint with
relation to equipment, training and performance issues as well as the pending proc-
ess by the FAA to certify security screening companies.

Over the past thirty years the aviation security system has evolved significantly.
Checkpoint security was originally established in the early 1970’s to deter would-
be hijackers. Since such threats required deterrents to keep such individuals off air-
craft, air carriers became the front line defense in preventing air piracy. Since that
time air carriers have been assigned by the government the primary responsibility
for providing checkpoint security. Working with the FAA and the airports, we be-
lieve that these efforts have been pursued with commitment and dedication in an
environment which has changed substantially as the threat of terrorism and violent
acts on civil aviation have increased.

The industry, working with the FAA, has undertaken a number of major initia-
tives during this period. In 1989, ATA and the Regional Airline Association (RAA)
jointly developed the first written FAA-approved screener training program aimed
at improving screener knowledge and performance. The program consists of com-
prehensive screener and supervisor training materials which are made available to
air carriers and screening companies which clearly define the role and responsibil-
ities of the checkpoint and checkpoint personnel. This information has been updated
as necessary. ATA just completed a major enhancement in our program by devel-
oping a computer-based training (CBT) product for field use.

In 1990, ATA expanded its training product to implement a “train-the trainer”
program which provides checkpoint supervisory personnel with the necessary knowl-
edge and technique to conduct local training programs thus expanding training op-
portunities.

In 1993, ATA and the RAA developed a “Checkpoint Operations Guide” (COG)
which provided all domestic security checkpoints with a comprehensive operating
manual setting out the technical and administrative guidance for passenger screen-
ing personnel. The information in this guide is a synopsis of standards and statu-
tory requirements jointly established by the FAA and industry associations. This is
updated as required and has brought consistency and clarity to the checkpoint
screening environment.

All of these efforts were guided by the commitment of both the industry and the
government to improve checkpoint performance and screener proficiency in an ever-
changing security environment. During the same time security threats grew dra-
matically. Additional security measures were required to be conducted due to valid
domestic and international security concerns. The weapons of threat have become
more sophisticated and more difficult to detect. The challenges at the checkpoint
have greatly multiplied.

Clearly once the pending regulation is final, there will be a major sea change in
the screening checkpoint environment. The FAA screener certification process will
make security screening companies a full partner in the checkpoint process.

While supportive, the industry has concerns and questions in a number of areas
with the FAA’s proposed rule. These include issues of clearly defining accountability
as well as the regulatory structure devised to support this process. It is important

sociate members are Aeromexico, Air Canada, Canadian Airlines International, KLM—Royal
Dutch Airlines, and Mexicana Airlines.
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that the FAA not create a bureaucratic structure that becomes over-burdensome to
the industry.

ATA is also concerned about the ultimate regulatory and economic impact the pro-
posed certification process may inflict on some aspects of the security screening in-
dustry possibly affecting their continued ability to compete in a new regulatory envi-
ronment. A number of companies providing such services are local business entities
located in small airport environments and unfamiliar with federal regulatory proc-
esses. They may find it difficult or economically unfeasible to continue such services.
This includes a number of our regional airline partners which serve small airports
without benefit of x-ray checkpoint equipment where employees of the air carriers
conduct personal screening.

We commend the FAA for holding field meetings this week in Ft. Worth and San
Francisco to foster greater participation by screening companies and further discus-
sion on the proposed certification rule. Ultimately, we are confident that these
issues will be resolved and a final rule enacted which meets our common goal of
enhancing the security screening baseline.

In tandem with these efforts, we believe that the continued development and de-
ployment of enhanced checkpoint screening technology (TRX) will further contribute
to this improvement. We were pleased when the FAA agreed to support the industry
recommendation to implement a multi-year plan to replace current checkpoint x-ray
technology with new, state of the art detection which includes threat-image projec-
tion (TIP) and operator-assist functions. A number of security equipment vendors
are participating in the FAA selection process. They have worked closely with the
FAA and the industry in developing technology that improves detection and also ad-
dresses the carrier’s reliability and customer service needs.

With initial deployment set to begin at our nation’s largest airports within the
next several months, it is vital that this replacement plan be fully funded on a
multi-year basis by the FAA until all airports obtain such updated checkpoint equip-
ment. The deployment of this technology alone will result in improved screening and
screener performance at all checkpoints.

The industry continues to be keenly interested in further exploring the human
factors and associated responses at play in the checkpoint operation. This includes
the vital role of motivating employees in the stressful environment of an airport
checkpoint operation. We look forward to obtaining some reporting data and trend
information from current FAA studies underway at a number of checkpoint screen-
ing locations to attempt to determine any relationship between screener ability, per-
formance, compensation and workplace environment. This is an area where there
is little in the way of definitive data and this information should serve as a prelimi-
nary review for issues which will no doubt need further study and consideration.

In late 1996, the Congress, the FAA and the industry committed to the prompt
development and deployment of a computer-assisted passenger screening program
(CAPS). We met that goal with the implementation by the industry of such a pro-
gram in December 1998. Here the industry and the FAA worked closely in over-
coming many difficult operational and technical issues to successfully achieve this
goal. CAPS is extremely useful as the result of its adaptability and its invisibility.
Quick modification of screening criteria in the computer program can respond imme-
diately to any evolving security threats, while the necessary associated screening
measures are deployed behind the scenes.

Based on the current level of threat in the United States and the high volume
of passenger traffic, CAPS has offered an efficient, non-invasive security procedure
meeting the needs of the FAA security program and lessening its intrusiveness on
the traveling public. We urge expansion of this program for use by U.S. air carriers
in their international operations and commend the FAA for its ongoing efforts with
the industry to test and further develop “I-CAPS” at several foreign locations. There
is great potential for reducing the invasive physical screening of persons and bag-
gage currently necessary for international “selectee” passengers.

The area of greatest challenge is the ongoing effort to deploy explosive detection
systems (EDS) and other new security technologies associated with checked baggage
screening. This deployment has been handled by the Security Integrated Product
Team (“IPT”) made up of the FAA and industry representatives working with a coa-
lition of manufacturers, contractors, vendors and associations. Clearly the scope and
complexity of such a massive deployment is prone to a variety of issues which com-
plicate the process. The installation of this equipment into very different airline
check-in and baggage make-up areas as well as the huge diversity between airline
operations and individual airport locations compounds these complexities even fur-
ther. Given that we are working, for the most part, with first generation technology,
the industry continues to experience significant issues with operating procedures,
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alarm rates and resolution, performance, staffing, training, testing and maintenance
costs.
It is vital to the overall success of these ongoing efforts that the following occur:

e We must have a full commitment by the Congress and the FAA to continue sup-
port and multi-year funding for programs which are an extension of our na-
tional security;

e The FAA must aggressively seek, foster and fund research and development of
new and competing technologies. Streamlined certification methods should be
adopted to encourage more efficient, faster and more cost-effective baggage
screening technology;

e And, the industry must continue to partner with the FAA in an open and con-
structive manner to jointly develop a strategic approach to these issues which
will ensure overall success of these efforts.

As T noted earlier, progress over the past four years has been exceptionally good.
ATA and our member carriers are grateful for the continued support of the Chair-
man, this committee and the Congress in providing the on-going commitment and
funding to achieve the goals which the industry and the government jointly devel-
oped in 1996. We remain dedicated to working in partnership with the Congress and
the Federal Aviation Administration in all areas of aviation security.

Thank you again for providing ATA the opportunity to participate in this hearing.
I would be pleased to respond to any questions the committee might have.

Senator HUTCHISON. Thank you all very much. I am going to
have to go vote, so we will take a recess. There are two votes, so
it will be a minimum of 20 minutes, and I will come back and start
immediately into the question period, because I do have a number
of questions.

The testimony has been, I think, very enlightening. It is very im-
portant and I am very concerned that we address some of the
issues that you have raised. I plan to do it through legislation after
having all of your input, so we will discuss that as soon as we get
back. I want to get a little more information for the purposes of in-
troducing my legislation next week. Thank you.

[Recess.]

Senator HUTCHISON. Thank you all very much for waiting for
those votes, and I very much appreciate your testimony. While I
was on the floor, I talked to the Committee Chairman, Senator
McCain, about testimony that you have given, and that this is an
area in which he also is very interested, so I think you are going
to see some legislation introduced very soon.

I would like to get your opinion on some of the things that we
are looking at, and also if you think there is anything else we
should add, so let me start first with Mr. Dillingham and also Ad-
miral Flynn, or Ms. Stefani if you have an opinion on this.

But as has been said, most of the rest of the industrialized world
has a 40-hour training period for screeners at airport security fa-
cilities. We have an 8-hour requirement in the United States, so I
would like to ask you along this line if you think 40 hours is rea-
sonable. Should we come up to that standard, and are we doing
this in the best way?

It has been said that in most places airports pay for security. In
America, the airlines pay. Should we be looking at the airports
being more responsible? Should we be looking at this becoming an
FAA responsibility, which I know would be quite costly? What is
the best approach, in your opinion, and is the 40-hour requirement
that is in my legislation something that you think is a reasonable
requirement?
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Let me start with Mr. Dillingham.

Mr. DiLLINGHAM. Madam Chair, we agree the 40-hour training
situation is a very positive step. As you say, most of the rest of the
world in fact does require more training. However, I think it is im-
portant to point out that without a complete package of initiatives,
you may end up with a situation of better trained people who are
still leaving. So it has to involve more than just the training, even
though training is one of the concerns involved with security
screening.

As long as there remains rapid screener turnover, the expense of
training will keep recurring, but experienced screeners will not be
on the job. A complete package has to include things that will
somehow address the turnover issue as well.

Senator HUTCHISON. Let me ask you, if we are going to continue
with the contracting out of this responsibility, do you think the pri-
vate enterprise, free enterprise system will work, and that people
will know that if they are going to have to spend 40 hours of train-
ing, plus 40 hours of on-the-job flight training, that they are going
to have to pay more to keep people from turning over, because the
training costs would outweigh the savings of the low salaries?

Mr. DILLINGHAM. I think that would have an effect, but we have
examples where screeners are paid $12, $14 an hour, but it has not
significantly improved their performance. That is why it has to be
a whole package of initiatives.

What’s also needed is the right kind of people—and when I say
the right kind of people, I mean with the screener selection test
that the FAA is developing. You get the right kind of people with
the right kind of attributes, and train them well, then you create
a situation where there is an improved, for lack of a better term,
quality of life with regard to their job, so that screeners do in fact
stay. This could involve things like career track, or it could involve
some professionalization of the job itself. So the training is a major
part of it, but again, I emphasize that a package is needed.

But I wanted to also comment on the second part of your ques-
tion about alternatives. Clearly, the GAO has been saying for a
long time that we have had the same situation of diverse responsi-
bility for aviation security for 20 years, and as we suggested, we
do not see a great deal of improvement using the current configura-
tion that now exists, with airlines in charge of passenger screening
the airports responsible for access control, and things like that.

There are alternatives out there, and we are being asked by an-
other committee of the Congress to look at some of those alter-
natives and talk about the pros and cons associated with each one.
The FAA, as a part of the 1996 Reauthorization Act, looked at the
situation, and tried to determine if a change was necessary. Essen-
tially they concluded that they could not have a consensus about
changing anything, so they would just leave it the way it is.

We do not think that that is the best way to do that kind of
work, so we are going to try to followup and come up with some
alternatives for the Congress to consider.

Se?nator HurcHISON. When would your timetable be for that re-
port?

Mr. DILLINGHAM. As soon as our resources are free. In terms of
when it will be available on where your legislation might be, I
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could not say right now, because we are at the early stages of that
work.

Senator HUTCHISON. So you do not have a timetable of when you
would even put forward some other options?

Mr. DILLINGHAM. I do not yet have a timetable for when we could
issue a report, but we are always willing and ready to talk to you
and your staff about what we know now, based upon the experience
we have had in doing the current work.

Senator HUTCHISON. Give me a couple of options you would be
looking at.

Mr. DILLINGHAM. We are talking about a situation, for example,
of a nonprofit corporation in charge of all of aviation security. We
are talking about a situation where we might have a university-
based training program with FAA input. So there are a number of
options for organizationally changing what we currently do.

Senator HUTCHISON. I would be very happy for you to also talk
to my staff and me about these options. I think it is time for us
to look at some very bold steps here.

Admiral Flynn, I would like for you to answer the question, but
I would also like to ask you why the FAA is targeting May of 2001
on this training issue.

Admiral FLYNN. Madam Chair, with the comment period of the
rule ending May 4 of this year, May of 2001 is a compressed time
period to complete a rule, to do the analysis of comments, to do the
economic analysis based on economic information provided in the
comment period, and to bring the rule through the processes of re-
view that are required for it to become final.

Senator HUTCHISON. Can the FAA, on its own, compress that
even further? It just seems quite long for something this important,
and particularly since the bill was passed in 1996.

Admiral FLYNN. The FAA has looked at that, but were there to
be legislation, I would appreciate support, or even it being made
stronger than that, to ensure that we do this without delay. I cer-
tainly share the sense of urgency that the Committee has about
getting this done.

I would offer to make myself available to you and to your staff
to work on what is the most timely way, and most prompt way of
getting this done.

Senator HUTCHISON. Well, I look forward to meeting with you. I
am giving you fair warning that my bill says September 30. I can-
not tell you that bill will pass in the timeframe that would allow
that, but I think you should be targeting September 30 at the FAA.

This is very important. From your testimony today it is clear
that training standards in the United States are lower than the
rest of the industrialized world, and yet we have more than 500
million passengers going through our airports, so I would like for
you to look at an internal step up, and I am going to try to force
it as well, but as you know, things take a long time getting through
here as well, so I would ask you for that cooperation.

Admiral FLYNN. Gladly, Senator.

Senator HUTCHISON. Ms. Stefani, did you have any remarks on
the 40 hours?

Ms. STEFANI. No, Madam Chair.
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Senator HUTCHISON. I think I am convinced that the 40 hours in
the classroom and the 40 hours on-site is a good place to start, and
I think if we do that, that the rest of the structure is going to have
to make that kind of investment, as Mr. Dillingham has said.

I would like to go to the computer hacking issue that was ad-
dressed, I think, by the GAO and Ms. Stefani, and ask you if you
believe, Admiral Flynn, that the FAA is looking at the potential
dangers presented by hacking, and what steps are being taken to
assure that our air traffic control system is secure?

Admiral FLYNN. Indeed, Madam Chair, the FAA is doing that.
The work is led by our Chief Information Officer, Mr. Daniel Mee-
han. They have done very considerable work to assess the systems
of the air traffic system for vulnerabilities, and have put in place
a plan to do this.

The people who are doing this are the same people who were in
charge of FAA’s successful Y2K program, so I think that program
is much strengthened from the time the GAO looked at it. I think
it is probably one of the best information systems security pro-
grams in Government as, indeed, it should be.

Senator HUTCHISON. Do you have an early warning system that
would allow you to detect tampering in this area?

Admiral FLYNN. Yes, indeed, there are fire walls, and the fire
walls are monitored continually.

Senator HUTCHISON. Ms. Stefani.

Ms. STEFANI. Yes. We currently have work underway. We are ac-
tually scanning and trying to see how secure the individual com-
puters are in the various systems, not only in FAA, but in the De-
partment of Transportation as a whole. The review also includes
looking at things like unauthorized back-door access to different
systems. We are looking at basic computer security requirements
such as controls and passwords. We are making sure that the De-
partment as a whole, not just FAA, has the right processes and
procedures in place.

Senator HUTCHISON. Thank you. I would think in air traffic con-
trol and train controls, the margin of error is so small that that
would be a priority.

Mr. Dillingham, did you have a comment on that?

Mr. DILLINGHAM. Yes, Senator Hutchison. I just wanted to let
you know the GAO is also looking at the security situation with re-
gard to air traffic control in much the same way as the DOTIG is
following up on the work that we did a couple of years ago, and
I notice the Admiral mentioned that the situation is being con-
trolled by, or being run by the people who did the Y2K fixes.

As you will recall in our testimony, there was a problem with the
Y2K fixes as well, so we are going to be looking at every aspect of
computer security over the next few months.

Senator HUTCHISON. Well, I think it is certainly a priority, and
I am pleased to hear that it is for all of you, as well.

Let me take the access issue, because my bill attempts to
strengthen security at high-risk areas by having immediate sus-
pension or termination of any employee that enters a secure area
without authorization.

Is there anything else that we should do that would mandate se-
curity access, or do you feel that FAA is fully engaged on this? It
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seems to me that there is more that could be done, and I would
like to know that you are doing everything, and if you do not think
that legislatively we need any more action I would like to hear
t}ﬁat, or if you think we should be pushing, I would like to hear
that.

Admiral Flynn.

Admiral FLYNN. The FAA has been testing this system very in-
tensively. Now, for the past year we have noticed both improve-
ment in the rate of challenge and improvement in the defenses
against people being able to get to and aboard the aircraft.

The airports have done quite significant things with regard to
where there are problem doors. They have either completely barred
them with due regard for fire safety, or they have posted guards
on them to supplement the automatic controls on those doors.

I would recommend reconsideration of firing someone, or remov-
ing a person’s authorization to be in the secure area, for a single
offense. I would recommend that we look at the nature of that of-
fense. Certainly the means ought to be there for progressive dis-
cipline—someone is not wearing ID, for example, then there needs
to be a system of progressive discipline leading to termination.

Senator HUTCHISON. Is the FAA doing that now?

Admiral FLYNN. We have a proposed rule that permits the air
carriers—I am sorry, the airports, to have progressive discipline,
and a further proposed rulemaking in which the FAA will take ac-
tion directly against individuals, and those rules will be final this
year.

Senator HUTCHISON. So it is up to each individual airport what
happens?

Admiral FLYNN. To have individual accountability, and many of
them do now, many airports do have individual accountability and
progressive discipline programs.

Senator HUTCHISON. Ms. Stefani.

Ms. STEFANI. Yes. One of the things that we noted in our most
recent review of this area was the need to improve the training.
When the employee shows up, whether they are a baggage handler,
or a security guard, or a screener, they need basic training on what
their role is in airport security.

We went to eight airports. At four of those airports, employee
training included testing, so you were pretty much assured that the
employee understood what the requirements were and what their
responsibilities were.

In other cases, training consisted of an employee sitting in a
room watching a video. There was no testing, no assurance that
they understood the security requirements.

In one case, English was the second language for a large number
of employees, and yet the security tape was in English. We are not
sure how much they actually understood of what was being said.

So in our view employees need better initial training, they need
recurring training to remind them of their security responsibilities,
and when problems occur, remedial training is also needed.

Senator HUTCHISON. Is understanding English not a requirement
for screening personnel?

Admiral FLYNN. Madam Chair, yes, it is. Ms. Stefani was refer-
ring to ramp workers, many of whom do not speak English, and we
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have been working with the airports. Many airports are now doing
multilingual training for their ramp workers and people who clean
aircraft and have access to them.

Senator HUTCHISON. Mr. Dillingham, do you have anything to
add?

Mr. DILLINGHAM. No, ma’am.

Senator HUTCHISON. Mr. Doubrava, do you have anything on this
issue?

Mr. DouBRAaVA. Madam Chairman, I think it highlights the com-
plexity of the issue, because we have joint tenancy and responsibil-
ities. I can assure you of the industry’s strong commitment—I just
recently came to this position from one of the major air carriers
where I had the responsibility for the operational side of security.
I can assure you that that commitment is very strong in the indus-
try to try to improve the performance in this area. The process is
complicated because of just what goes on in the airport operation-
ally, the huge diversity, and the size and scope of many of the air-
ports.

We may have an access failure that rebounds on the air carrier
that started with an access failure some other place in the airport.
We commend Admiral Flynn and his folks in the FAA security of-
fices, and we have been working together very, very diligently on
this issue over the last 18 months. I think what is important is we
are in a transition period as we move forward from the legislation
which you sponsored, and the screener certification regulations
that are being rolled out by the FAA and the air carrier industry
responding internally to strengthen security training programs.

With expanded industry internal audit processes, testing proc-
esses, the training programs I think substantial progress is being
made. Clearly we have a ways to go, but if you look at how far we
have come since the Presidential commission and the Congress’ ac-
tion to make funding recommendations, I think we have made
great progress.

Senator HUTCHISON. Let me turn to the technology in the ma-
chines that are being used to screen. Do we have enough of the
checked-baggage screening devices and, furthermore, as I have
gone through DFW airport, I have noticed the machines that meas-
ure residue or dust to see if there is any kind of explosive residue,
but do we have enough of those? I notice most airports do not have
them. Certainly DFW does, and I am glad to see it, but do we have
enough of the up-to-date technological equipment at our major
class 1 airports, and how far down do we go with that up-to-date
technology in airport size?

Admiral FLYNN. 552 devices are now in use, and they are at the
checkpoints of all of the top, almost 80 airports. There are 450 air-
ports that FAA regulates for security, and so there is a way to go.

Now, once you get past the first 80 you are starting to get into
considerably smaller airports. That equipment is the explosives
trace detection equipment.

Senator HUTCHISON. So that is the trace detection and the CTX.

Admiral FLYNN. Now, with regard to the EDS’s, we have de-
ployed 90 of them. There are 93 explosives detection systems de-
ployed. They are in 36 airports, and used by 20 carriers, United



43

States and foreign flag carriers, that are using them in the airports
in the United States.

Senator HUTCHISON. I would just like to ask Mr. Dillingham and
Ms. Stefani if this is sufficient. Have we moved quickly enough on
this, and should Congress be looking at moving this more quickly?

Mr. DILLINGHAM. Madam Chair, initially there were some serious
delays in getting the equipment deployed, and I am not sure if that
was FAA’s fault, but for now they seem to be on track in terms of
getting the equipment out, as far as we can tell. We have not
looked at that directly in quite some time.

Ms. STEFANI. On the deployment of both the CTX bulk detection
machines, and the trace detection equipment, FAA has made con-
siderable progress. An area that FAA is still researching is for
those smaller airports where basically what we may call an EDS-
lite, a smaller machine that will fit into a different kind of configu-
ration, is needed and FAA is moving out on this.

Senator HUTCHISON. Do you need any help, and let me say this,
if you need any help on the appropriations for those machines,
please contact me, because that is the first priority for me.

Admiral FLYNN. Thank you very much.

Senator HUTCHISON. I would like to move to the criminal back-
ground check area. There seems to be a void here in what we are
allowed to do in criminal background checks, and in light of your
testimony my intention is to close that gap. I am told you do not
perform a criminal background check on anyone unless there is a
12-month lapse in employment, and yet, Ms. Stefani, you testified
that 61 percent of the violent felony convictions serve 6 to 7
months in prison.

So you could have an 11-month gap in an employment record and
still be hired for a security scanning position. Do you think we need
to close that void legislatively, and is it true that we are not now
allowed to do a criminal background check unless there is that 12-
month void or less?

Ms. STEFANI. There are four conditions in place right now that
trigger a criminal check. The easiest one to explain is the 12-month
gap. The others relate to information obtained during the back-
ground investigation. For example, if information becomes avail-
able during the investigation that indicates the applicant might
have been convicted of a disqualifying crime.

As it stands right now, FAA would have to make a rule, and go
through the rulemaking process in order to change it so that an
FBI criminal check would be required for all applicants.

Senator HUTCHISON. According to the statement of the airports
that will be submitted for the record, the regulations today say that
you cannot do the FBI criminal history check unless there is a 12-
month lapse, so we do need either a new regulation or a law that
requires it, is that correct?

Ms. STEFANI. That is correct. A new regulation is needed.

Admiral FLYNN. From the point of view of the underlying law, I
believe the recently passed FAIR-21 goes a long way to solving
that. We also seek the FBI’s cooperation with regard to the proc-
essing of the fingerprints, and the deployment of systems for online
processing of fingerprints, so that there will be a rapid turnaround
on it.
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But the principle of going directly to fingerprints, and avoiding,
or going past, or taking away the employment check is a good one.

Senator HUTCHISON. Well, let me just ask you this. Why hasn’t
the FAA changed that regulation, knowing what the issue is here?

Admiral FLYNN. Madam Chair, the problem has been that it has
taken over 50 days to get a return of fingerprint checks. The proc-
essing time is that long.

Senator HUTCHISON. Is that the FBI’s responsibility?

Admiral FLYNN. It is delays in the system overall, as the finger-
prints go to the FBI, at the FBI, and then returning to the airport,
sending them, in effect, by mail. That can be improved now that
the fingerprints can be transmitted electronically and are now
being assessed through the systems that the FBI has of doing it
automatically. I think we will have the cooperation of the FBI in
doing that and putting those fingerprints ahead in priority over
other requirements that there are for checking fingerprints.

We would very much like to examine with you the legislation
that would affect the various departments of Government that are
involved in this.

Senator HUTCHISON. Well, my goal is going to be to tighten this
up so that the person cannot come into employment unless a crimi-
nal background check has been done, so I want to work with you
in writing the legislation to cover the loopholes, but a 12-month
lapse in employment record is just not a sufficient standard, when
we know that people can be convicted of a violent crime and serve
6 or 7 months in prison.

Mr. DOUBRAVA. Senator Hutchison, if I could add a couple of
comments to that, the industry strongly supports, and we are very
hopeful the FBI fingerprint program can be expanded dramatically,
because certainly from our vantage point we feel that 100-percent
fingerprint background check is a worthy goal.

The problem that we face is that under the current process,
when you have a qualified employee who comes and wants to work
in the job market that we are in, they need to start as soon as pos-
sible, and so the problem is that we lose good applicants because
of the delay period. When you may have justifiable reasons for hav-
ing to conduct an extended background check, that may not nec-
essarily be the result of criminal activity.

So I think that our frustration—and under the current process
right now, as you know, and I have spoken with both the Majority
and Minority staff, and they are well aware that some of the issues
for us are that the current process is just fraught with so many
issues because of the need to verify how much that information
that you receive is adequate for the verification process based on
third parties.

And I think that one thing the FAA and the industry have been
working—this is not to criticize the FBI, but currently they do huge
amounts of background checks, and the airline industry is a very
small percentage of what they do, but as we move toward this proc-
ess with testing at several airports, we hope that the Congress will
move forward, working with the FBI to make sure that we get this
fingerprint, automated fingerprint check program underway and a
wide-scale approach, and I think that a lot of these issues will then
fall to the side once we have that available to us.
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Senator HUTCHISON. I think both of you are making very good
points, and we will work to make sure that we have zero tolerance
with the information available.

The last area I would like to address is the checked baggage
screening area. It is my understanding that the FAA is going to
phase in 100-percent checked baggage screening, beginning in
2009. I would just ask you if that is correct and if you think that
is a sufficient addressing of the issue. Is that the right timetable,
or could we do that more quickly?

Admiral FLYNN. Madam Chair, it depends on the results of re-
search and development. The machines and systems that we have
today are not sufficiently efficient. They are effective in finding ex-
plosives, but the cost of installing the machines that would be
needed for 100-percent screening is in effect unbearable. It is enor-
mous.

Senator HUTCHISON. What about the baggage match issue? Has
that been implemented?

Admiral FLYNN. The checked baggage security program is on the
basis of selection by CAPPS, and that gives a high level of security.
Ultimately, when baggage screening machines become more effi-
cient, and our estimate of when that could be practical is 2009, at
that time we would be replacing these relatively inefficient systems
with new systems, replacing the ones we are now deploying for
screening CAPPS selectees’ bags. We ought to be working to pre-
pare terminals as they are being built, when it is much less expen-
sive to install the equipment, to prepare for the transition.

But again, with regard to the efficiency of checked baggage
screening, the throughput rate has to come up and the false alarm
rate has to come down substantially for it to be practical in the
present level of threat to do 100% screening in the United States.

Mr. DOUBRAVA. Senator, where this becomes most important is
in the operational needs of the air carriers. I know in your own
State you have a number of hub carriers, and in the hub-and-spoke
system with the sh